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About the Toolkit

The present version of the Wildlife and Forest Crime Analytic Toolkit is an initial attempt to provide
a comprehensive overview for understanding the main issues related to environmental offences and
for analysing preventive and criminal justice responses to wildlife and forest offences in a given
country. Efforts have been made to provide a framework through which measures for prevention
and response can be analysed and understood as the basis for an effective national response to
wildlife and forest offences.

The Toolkit is designed mainly to assist government officials in wildlife and forestry administration,
Customs and other relevant enforcement agencies. It will help them to conduct a comprehensive
analysis of possible means and measures to protect wildlife and forests and monitor their use and
thus, to identify technical assistance needs. In this sense, the Toolkit may also be used as training
material for law enforcers. In addition, other stakeholders at the international and national levels, as
well as civil society, may find the Toolkit useful regarding their daily responsibilities.

The Toolkit can be used effectively to address (a) a wide range of wildlife and forest offences, includ-
ing illegal logging and illegal trade in timber and a lack of adherence to the Convention on
International Trade in Endangered Species of Wild Fauna and Flora (CITES) and, (b) the usefulness
of the United Nations Convention against Transnational Organized Crime and the United Nations
Convention against Corruption.

This Wildlife and Forest Crime Analytic Toolkit is organized into five parts:

Legislation

Part one analyses legislation relevant to wildlife and forest offences and other illegal activities.
It includes an overview of international law, CITES implementation and regional initiatives, as
well as domestic wildlife and forest offences and associated crimes, such as corruption and
money-laundering.

Part two Enforcement

Part two analyses law enforcement measures pertaining to wildlife and forest offences. It
includes analytic tools related to enforcement agencies, staffing, intelligence, investigations,
border control and Customs, international cooperation, technical assistance and aid, witness
and victim protection, and the accountability and integrity of law enforcers.

Part three Judiciary and prosecution

Part three analyses prosecutorial and judicial capacities to respond to wildlife and forest crime.
It includes an analysis of the mandate, structure and processes of prosecution services and
judicial organs, sentencing issues, international judicial cooperation and victim compensation.

Xi



Part four Drivers and prevention

Part four analyses the factors that drive wildlife and forest offences, and the effectiveness of
preventive interventions. This includes the motives of the actors involved, different uses of
wildlife and forest products, and natural resource management systems and other preventive
mechanisms.

Part five Data and analysis

Part five explores the availability, collection, analysis and examination of data and other infor-
mation relevant to wildlife and forest crime. It includes an analysis of available crime statistics
and other data, mechanisms for information sharing, performance measures and analytic
research capacities of a given country.

In its entirety, the Toolkit provides an overview of the immense number and great variety of tools
available to prevent and combat wildlife and forest offences. Each part of the Toolkit provides a
practical and detailed guide on the key issues to be examined, with reference to the relevant inter-
national conventions, standards and norms, as well as the relevant guidelines and documents. Every
effort has been made to make each section comprehensive so as to provide Toolkit users with a
checklist to analyse thoroughly the root causes of crime, preventive mechanisms and responses of
the criminal justice system. However, the Toolkit does not replace the need for a tailor-made approach
to the assessment of the situation in specific countries, and it does not purport to cover all aspects
of each country’s legal systems.

The Toolkit presented here is the first version of a living document that will be improved and devel-
oped in the course of its use, building on feedback received, lessons learned, best practices observed
and case studies carried out in the field of wildlife and forest crime prevention and suppression. In
this sense, the Toolkit should be considered a first working draft that is intended to present a
collection of tools and resources from which its users can pick and choose.

To make the practical application of this Toolkit most effective, it is recommended that a govern-
ment-led analysis be carried out with the participation of all the relevant stakeholders, including,
inter alia, government agencies, civil society and local community groups. The user of the Toolkit is
invited to choose those tools relevant to an analysis of the area of interest. To enable an effective
analysis and a sustainable follow-up, it is recommended that the results of the analysis be put in a
report form. Such a report could subsequently be shared with heads of the relevant national agencies
and government policymakers who are responsible for instigating changes to existing legislation,
agency structures, human and logistical resources, agency and governmental policies, and so forth.
It should also prove very useful for organizations (intergovernmental and non-governmental) —such
as the International Consortium on Combating Wildlife Crime (ICCWC)—which may be in a
position to offer support and capacity-building. Such a report may also be of considerable use in
liaising with the donor community when designing projects or programmes to instigate change at
the national level.

The co-sponsors of this Toolkit intend to verify its utility through a series of pilot tests with partner
governments, following which the proposed approach may be further refined and information
revised. It is intended that the Toolkit be a living and evolving document, and its regular updates
will be based on practical cases, recent literature and studies, and feedback from users in order
to ensure that it continues to reflect the most comprehensive tools and relevant experiences in

this field.
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Executive summary

Wildlife and forest offences' are a complex phenomenon with many layers and dimensions. Wildlife
and forest offences often result from the interplay of a multitude of factors—cultural, economic,
social and environmental—and can involve a wide variety of actors. Thus, to achieve an effective
response, wildlife and forest offences need to be addressed via a coordinated and multisectoral
approach. This complexity makes it challenging for governments and international organizations to
identify the strengths and weaknesses of and gaps in existing legislative, administrative, enforcement,
judicial and preventive systems.

Additionally, the fundamental difference between wildlife and forest offences and other forms of
crimes should be acknowledged. Most property crimes, such as robbery, theft, arson and vandalism,
are criminalized because they inflict harm on people or man-made property by creating uncertainty,
diminishing confidence, and harming commerce and economic growth. All of these reasons apply
for criminalizing the same acts against natural resources. However, there is an additional dimension
to the fight against wildlife and forest crime; legislation to protect wildlife and forests also aims to
ensure the sustainability of natural resource systems. This sets a different dynamic for wildlife and
forest law enforcement, which should lead to the analysis of uses and users of wildlife resources
taking into consideration the sustainability and promotion of compliance with good resource man-
agement policies.

This Wildlife and Forest Crime Analytic Toolkit is intended to serve as an initial entry point for national
governments, international actors, practitioners and scholars to better understand the complexity of
the issue, and to serve as a framework around which a prevention and response strategy can be

developed.

The Toolkit provides an inventory of measures that can assist in the analysis of the nature and extent
of wildlife and forest offences and in deterring and combating these offences. It is also intended to
contribute to an understanding of the various factors that drive wildlife and forest offences to inte-
grate the information and experience gained from such analysis into national, regional and interna-
tional strategies. The Toolkit has been developed based on (a) lessons learned from national and
international efforts to curtail illegal trade in wildlife, plants, animal derivatives and plant material,
(b) scholarly analyses and the examination of cases, and (c) consultations with key stakeholders and
relevant experts.

The causes, components and consequences of wildlife and forest offences vary among countries,
regions and societies around the world. There is no “one size fits all” solution to this issue. In for-
mulating effective countermeasures, it is important that local patterns of wildlife and forest offences

! For the purposes of the Wildlife and Forest Crime Analytic Toolkit, the term “offence” includes all activities that may be subject to criminal
or administrative penalties.



2 WILDLIFE AND FOREST CRIME ANALYTIC TOOLKIT

and the concerns of local communities be recognized and integrated into policy and legislation. The
Wildlife and Forest Crime Analytic Toolkit is intended to provide a range of options that, in various
combinations, will enable each country to assemble an integrated strategy that will be as effective
as possible in meeting the country’s own unique needs.

The measures set out in this Toolkit have been grouped into five key parts: legislation, enforcement,
judiciary and prosecution, drivers and prevention, and data and analysis. The tools are organized
thematically to ensure ease of use and to assist users in understanding the key issues confronting
the system being analysed. The Toolkit in its current form will be pilot-tested in partnership with
three selected national governments and will be revised to ensure that it is a practical, applicable
tool. Additional material will be added as future needs are identified.

1. Background

In this Toolkit, “wildlife and forest” refers to all wild fauna and flora, including animals, birds and
fish, as well as timber and non-timber forest products. “Wildlife and forest crime” refers to the tak-
ing, trading (supplying, selling or trafficking), importing, exporting, processing, possessing, obtain-
ing and consumption of wild fauna and flora, including timber and other forest products, in
contravention of national or international law.> Wildlife and forest offences considerably accelerate
the destruction of forest and wildlife resources and contribute to deforestation, desertification and
other forms of environmental degradation. They also have an impact on biodiversity as they reduce
or even eliminate species, destroy many unique natural habitats and deprive many countries and
their populations of scarce renewable resources.’

Wildlife and forest offences threaten the existence of many plant and animal species. The more
endangered a species becomes, the greater the commercial value of the remaining specimen—there-
by increasing the incentive for further illegal activities. The fact that some trade in wild fauna and
flora is regulated while some trade is prohibited provides opportunities for circumventing the rel-
evant laws and regulations through false documents. In particular, staff that have not received ade-
quate training may have difficulties in differentiating species that can be legitimately traded from
those that cannot.*

The loss of income from the illegal trade in plants, plant material, wildlife and animal derivatives
erodes the revenues of governments and undermines their ability to implement development pro-
grammes and to strengthen the rule of law. Where they are linked to organized crime, violence,
grand corruption or armed conflict, wildlife and forest offences may destabilize governments and
threaten regional security.®

Despite many suggestions that wildlife and forest offences are one of the most profitable forms of
organized crime, only after illegal drugs and trafficking in firearms and ammunitions,’ it remains
difficult, if not impossible, to estimate the true scale of the problem. Wild fauna and flora are very
heterogeneous specimens that are sourced, traded and consumed for a great variety of purposes. For
example, wildlife and forest products are used for food, fuel, construction, furniture, medicine, as
collectable goods and in the manufacture of other goods. Secondary wildlife and forest products are

> Cf. John E. Cooper, Margaret E. Cooper and Paul Budgen, “Wildlife crime scene investigation: techniques, tools and technology”,
Endangered Species Research (2009), p. 1. With further references.

* Cf. Jacqueline L. Schneider, “Reducing the illicit trade in endangered wildlife”, Journal of Contemporary Criminal Justice, vol. 24, No. 3
(2008), pp. 274-289.

* United Nations, Economic and Social Council, “Illicit trafficking in protected species of wild flora and fauna and illicit access to genetic
resources”, report of the Secretary-General, 4 March 2003 (E/CN.15/2003/8), para. 26.

$ Mara E. Zimmermann, “The black market for wildlife”, Vanderbilt Journal of Transnational Law, vol. 36, No. S (2003), pp. 1657-1661.
¢ See, for example, Mara E. Zimmermann, “The black market for wildlife”, pp. 1657-1659.



EXECUTIVE SUMMARY 3

not produced to a uniform standard and thus considerable price variation can occur. Moreover, the
loss of wild fauna and flora, and the damage wildlife and forest offences cause to the environment,
extend well beyond monetary value. This heterogeneity makes valuing the illegal trade in wild fauna
and flora very challenging.”

For most countries, combating wildlife and forest crime is not currently a priority and often remains
overlooked and poorly understood, despite the actual and potential scale and consequences. Wildlife
and forestry policies and laws and their enforcement have not, or not always, kept up with the
changing levels and patterns of trafficking in wild fauna and flora. Underdeveloped legal frameworks,
weak law enforcement and poor prosecutorial and judicial practices, as well as a lack of understand-
ing of the different factors that drive wildlife and forest offences, have resulted in valuable wildlife
and plant resources becoming threatened by, inter alia, illegal logging, illegal trade in timber products,
poaching and trafficking in animal parts, derivatives and plant material. The high demand for timber,
wildlife, animal parts and plant material around the world has seen large-scale illegal logging, har-
vesting and poaching operations. Illegal trade in protected fauna and flora offers opportunities to
make significant profits because it supplies goods that are considerably cheaper than legally sourced
material. This illegal trade is also an impediment to developing long-term legal industries. The gaps
in domestic and international control regimes, difficulties in identifying illegal commodities and
secondary products, along with intricate trafficking routes, have resulted in the inability to effectively
curtail the trade. One commentator notes:

Wildlife protection legislation remains a low priority in most parts of the world, and non-
existent in the rest of it. Enforcement of the few international treaties aimed at preventing trade
in this macabre biological bazaar ranges from delinquent to derelict. In fact, Customs officials
in many nations are not inspecting for biological contraband or are untrained in detecting it.
Similarly, wildlife inspectors and permit authorisation agencies in member nations often lack
the training necessary to discharge their responsibilities... The odds of getting caught are
extremely low, and the possibility of being convicted is virtually non-existent.®

In many countries, the existing systems governing the wildlife and forestry sectors have also enabled
corruption to flourish and yielded considerable profits for corrupt wildlife and forestry officials, as
well as politicians and businesspeople, in the form of bribes and commissions. This, in turn, has
given logging and hunting companies the freedom to engage in illegal practices without fear of
prosecution. Wildlife and forest offences also enrich transnational organized criminal groups and
other criminal networks that engage in cross-border sourcing and supplying illegal commodities.

Although some producer and consumer country governments, international organizations and non-
governmental organizations have launched initiatives aimed at bringing international attention to
the problem of wildlife and forest offences, the resulting levels of political commitment and opera-
tional capacity to tackle this problem are still not commensurate with the scale of the problem itself.
However, in the 2000s, an increasing number of countries (for example, Australia, the Member States
of the European Union and the United States of America) introduced legislation to ban the import
of illegally harvested timber and wood products. This has also led to bilateral agreements with
exporter countries to implement the legislation.

Where wildlife and forest law enforcement measures are implemented or strengthened, the direct
impact of these measures on the livelihoods of rural communities is often not a central aspect of

7 Cf. Steven Broad, Teresa Mulliken and Dilys Roe, “The nature and extent of legal and illegal trade in wildlife”, in The Trade in Wildlife:
Regulation for Conservation, Sara Oldfield, ed. (London: Earthscan, 2003), pp. 3-11; Brendan Moyle, “The black market in China for tiger
products” Global Crime, vol. 10, Nos. 1 and 2 (March 2009), pp. 124-125; Jacqueline L. Schneider, “Reducing the illicit trade in endan-
gered wildlife”, pp. 274-282; Mara E. Zimmermann, “The black market for wildlife’ pp. 1657-1669.

8 Jonathan P. Kazmar, “The international illegal plant and wildlife trade: biological genocide?”, University of California Davis Journal of
International Law and Policy (Winter 2000) pp. 105-109.
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consideration. In addition, laws related to wildlife and forests often tend to limit the rights and
livelihoods of persons depending on natural resources for their living.” By not taking this into con-
sideration and focusing only on law enforcement, communities could be harmed. The links between
wildlife and forest offences and issues beyond the wildlife and forestry sectors, such as rural devel-
opment and public awareness, are often neglected.

Complicating the situation further is the fact that the international community lacks a common
understanding and a universally accepted definition of wildlife and forest offences. To date, there is
no universal strategy acceptable to all nations to prevent and suppress wildlife and forest offences.
Despite a prolific production of bibliographical material, there is not enough available expertise on
this phenomenon, and studies based on systematic empirical analysis are still scarce.

1.1 International Consortium on Combating Wildlife Crime

In November 2009, various international organizations and agencies with mandates in law enforce-
ment and criminal justice capacity-building—as they relate to wildlife and forest offences—decided
to come together to work jointly on the formation of an international consortium. Representatives
from the CITES Secretariat, the International Criminal Police Organization (INTERPOL), the
United Nations Office on Drugs and Crime (UNODC), the World Bank and the World Customs
Organization (WCO) held their first-ever joint meeting in Vienna to design a strategy intended to
prevent and combat illegal trade in wild animals and plants. While several of these organizations
and agencies had previously worked together on this subject, this was the first occasion that the five
entities had collaborated together on this, or any other form of crime prevention. They decided to
form ICCWC to jointly move forward in a coordinated manner.

The Consortium was formally launched in November 2010 during the International Tiger Forum,
hosted in St. Petersburg, Russian Federation, by Prime Minister Vladimir Putin, when the final
signatures were added to a letter of understanding among the five entities.

At its initial meeting, ICCWC requested UNODC to take the lead in developing an analytic Toolkit
concerning existing wildlife and forest law enforcement systems.

2. Purpose, concept and objectives

2.1 Purpose

The aim of this Toolkit is to provide comprehensive guidance in analysing administrative, preventive
and criminal justice responses to wildlife and forest crime and other related offences in a given
country. An additional purpose of the Toolkit is to identify the different actors in the wildlife and
forest offences chain and to provide an understanding of the factors that drive their activities, in
order to begin the comprehension of what may be required to prevent an increase in wildlife offences
as a global phenomenon. To that end, the Toolkit contains a great number of components that are
crucial to curtailing wildlife and forest crime both nationally and internationally. The “next great
step,” notes INTERPOL:

° Marcus Colchester and others, Justice in the Forest: Rural Livelihoods and Forest Law Enforcement (Bogor, Indonesia: Center for
International Forestry Research, 2006).



EXECUTIVE SUMMARY 5

must be to bridge the divisions that separate law enforcement agencies from the public, the
activists, the academics, and the policy makers. If we, the international community, are com-
mitted to the conservation of the world’s environment, biodiversity, and natural resources, all
five elements must work together in harmony."

The Wildlife and Forest Crime Analytic Toolkit facilitates the sharing of knowledge and information
among the policymakers, law enforcement agents, judges, prosecutors, researchers, administrators
and members of civil society who are working at different levels towards the same objectives.

The Toolkit presents a collection of tools and resources from which its users can pick and choose.

2.2 Concept

Combating crime, including corruption, in sectors that form the backbone of many countries’ econo-
mies is crucial for the political, social and economic future of a nation. This is a complex process
that requires the commitment of all levels and all sectors of government and civil society. Preventing,
deterring and detecting wildlife and forest offences require determination, time and consistency, as
well as a comprehensive understanding of the underlying causes and drivers of such criminal behav-
iour. Building integrity and establishing credibility in sectors that sometimes have a long history of
illegal activities is a slow and ongoing process. Success cannot be expected overnight. Change is
possible, however, and there are positive examples that can be a reason for optimism.

The Toolkit has attempted to provide a comprehensive set of assessment guidelines, which—indi-
vidually and collectively—may assist in curtailing illegal trade in wild fauna and flora.

The concept of this Toolkit has four key elements, which assist users in the following ways:

(1) Identifying current patterns of wildlife and forest offences, including their drivers and
actors;

(2) Analysing the criminal justice response, including the legislative, enforcement, prosecutorial
and judicial systems in use;

(3) Understanding the different links and actors in the wildlife and forest offences chain; and

(4) Implementing measures to address and prevent wildlife and forest offences from being com-
mitted by offering alternative incentives.

1 INTERPOL, Environmental Crime Programme: Strategic Plan 2009-2010 (Lyon, France, 2009), p. 6.
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Figure I. Four keys of the Wildlife and Forest Crime Analytic Toolkit
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Building on other UNODC assessment toolkits, particularly the Criminal Justice Assessment Toolkit
(an analytic tool with a broader scope)," the Wildlife and Forest Crime Analytic Toolkit has been
developed to serve as a compendium that can be requested by and given to countries as initial

assistance in approaching existing wildlife and forest offence issues. While encompassing various

international aspects of wildlife and forest offences (and thus not being limited to regional experi-

ences), the Toolkit is set up to be adaptable to specific situations in individual States.

2.3 Specific objectives

The Toolkit is designed to help users to:

Analyse the capacity of national wildlife and forest law enforcement agencies and of the
judiciary in investigating, prosecuting and adjudicating cases of wildlife and forest offences;

Examine the capacity of national wildlife and forestry management institutes and
mechanisms;

Analyse the procedures, capacity and level of transparency in wildlife and forest law enforce-
ment regarding detection, deterrence, and data collection and analysis;

Analyse the effectiveness of existing mechanisms and proposals for enhancing the overall
capacity of a government—or a group of governments in a region—in countering wildlife
and forest offences;

Identify different actors in the wildlife and forest offence chain, as well as factors that drive
wildlife and forest offences;

Identify any gaps in the existing response to wildlife and forest offences; and

' UNODC, Criminal Justice Assessment Toolkit (New York, United Nations, 2006).
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o Facilitate the formulation and development of measures that adequately respond to the needs
and deficiencies identified.

The Toolkit is not designed to act as a substitute for expertise, experience or judgement in the assess-
ment of wildlife and forest crime and the response to it. It does not set out or advocate model laws,
or templates for administrative and enforcement systems, and does not comment on the quality or
effectiveness of existing domestic and international strategies and systems.

Instead, the Toolkit can be useful to the expert practitioner as a checklist and effective guide to
understanding the main issues in this emerging field. The measures proposed in the Toolkit are
intended to help to analyse criminal justice systems and other mechanisms to prevent and address
wildlife and forest offences. The detailed sets of tools should function to provoke thought about,
and to provide insight into, the relevant causes and consequences of wildlife and forest offences.

While the terms of reference for an analytic mission may call for an analysis of specific aspects of
the wildlife and forestry system, such as policing or the judiciary, a complete analysis will always
include an analysis of the country’s legal and administrative framework so that decision-makers may
understand the context in which a system exists and operates, as well as the opportunities, challenges
and limitations that the current framework may present. Critical in this regard is an adequate under-
standing of different legal traditions, as well as basic legal concepts and national policy directives.
Thus, the Toolkit can serve as a basis against which to develop the frame of reference of the initial
analysis, and can function as a checklist against which the findings and proposed methodology can

be verified.

2.4 Audience

The Wildlife and Forest Crime Analytic Toolkit is designed to enable government officials in wildlife
and forestry administration, Customs and law enforcement agencies, United Nations agencies, as
well as civil society, industry and individuals, to (a) conduct a comprehensive analysis of domestic
systems, (b) identify areas of technical assistance, (c) assist in the design of interventions that inte-
grate international standards and norms on the prevention, deterrence and detection of wildlife and
forest offences, and (d) assist in training on these issues.

The Toolkit is sufficiently flexible to facilitate the conduct of analyses both in places where a solid
infrastructure for combating wildlife and forest offences exists, and in places with less complex
institutions. Specifically, the Toolkit will serve the following audiences and target groups:

« Governments, by providing them with a sound understanding of their responses to wildlife
and forest offences, and the strengths, weaknesses and needs of these responses;

« International, non-governmental and other civil society organizations, by assisting them in
analysing the degree to which the responses provided by countries meet existing international
obligations and best practice standards;

« Specialized law enforcement agencies, prosecutorial authorities and members of the judiciary,
by assisting them in reviewing their own activities;

« Governmental and international entities, by enabling cross-border law enforcement and judi-
cial cooperation;

- National and international entities and research institutions, by assisting them in developing
in-depth and comparable analyses of countries’ responses; and
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« Donor countries and agencies, by enabling and improving the purposeful funding of activities
against wildlife and forest crime.

3. Structure and contents of the Toolkit

The Wildlife and Forest Crime Analytic Toolkit is organized into five parts: (a) legislation; (b) enforce-
ment; (c) judiciary and prosecution; (d) drivers and prevention; and (¢) data and analysis. Each part
represents one of the sectors involved in the preventive and criminal justice response to wildlife and
forest offences. The five parts also reflect and bring together a great variety of government agencies,
civil society organizations, individuals and other stakeholders.

The criminal justice systems and other relevant mechanisms pertaining to wildlife and forests—even
when dysfunctional—are highly interdependent and interactive. Accordingly, the five parts of the
Toolkit cannot be isolated. Many parts overlap and several tools and elements appear in more than
one part. Within each part of this Toolkit are analytic tools and checklists designed to enable a
comprehensive analysis of that aspect of the wildlife and forestry system. Wherever possible and
relevant, tools are cross-referenced to applicable sections in the other parts.

A thorough analysis of any jurisdiction will involve the use of the complete Toolkit. However, indi-
vidual parts and tools are separable to allow smaller, discrete analysis of individual sectors and thus
cater to different types of analyses, budgets and time frames. All parts follow the same template and
are supplemented by visual aids and icons to facilitate the use of the Toolkit. Each part is colour coded.

Figure Il. Five parts of the Wildlife and Forest Crime Analytic Toolkit

Q LEGISLATION w ENFORCEMENT
« International law - Enforcement agencies

« Domestic law o Human resources

« Wildlife and forest offences Intelligence

« Related offences Enforcement powers

« Regional and specialized initiatives Investigation procedures and techniques

« Border control and Customs

International cooperation in criminal
matters
o Technical assistance and aid
Accountability and integrity

A\ Vi§ JUDICIARY AND
W% PROSECUTION

» _ DRIVERS AND PREVENTION
o Judiciary
« Prosecution « Context analysis
- International cooperation in criminal - Wildlife and forest management
matters « Social capacity-building
« Sentencing and sanctions o Trade and legal markets
« Restitution, compensation and restoration « Awareness-raising

w DATA AND ANALYSIS
« Data collection

« Databases
« Performance indicators
« Analytic research
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Each part provides a practical and detailed guide to the key issues to be examined, with reference
to the relevant international conventions, standards and norms, as well as the relevant literature,
documents and guidelines (where applicable). The level of detail in each part is deliberate, allowing
users to gain an understanding of the depth and complexity that a thorough analysis of the criminal
justice system pertaining to the wildlife and forestry sectors should involve.

In its entirety, the Toolkit provides an initial overview of the immense and multifaceted tools avail-
able in preventing and combating wildlife and forest offences. In each individual part, the Toolkit
provides guidance on specific aspects of wildlife and forest offences and respective criminal justice
measures.

4. Methodology

The development, review and future maintenance of the Wildlife and Forest Crime Analytic Toolkit is
based on pilot testing of the Toolkit with a number of partner governments, as well as ongoing
research of the criminal justice systems relevant to combating wildlife and forest offences. Core areas
of research include:

« Analysis of mechanisms, dynamics and loopholes in the activities of the various government
institutions that are charged with combating wildlife and forest offences;

« Availability and quality of legal frameworks to counter wildlife and forest offences;

« Effectiveness of internal enforcement, national border control standards and cross-border
collaboration; and

« Inter-agency cooperation, bottlenecks and gaps hindering effective action, and how to counter
them.

The Toolkit was prepared using exclusively open source material. It is based on a comprehensive
review of existing academic scholarship, the analysis of legislative material, official publications by
government sources and international organizations, the close examination of reported case law and
consultation with many experts.

The tools set out in this publication are not static. They exist in dynamic environments as the pat-
terns and levels of wildlife and forest offences—and the efforts to combat them—change constantly,
often at short, or without any, notice. The Toolkit reflects the best available and most comprehensive
information at the time of writing, and every effort will be made to update the Toolkit in the future
and to keep relevant information as current as possible.

The present version of the Toolkit was completed in, and the information presented is current as of,
November 2012.

5. Using the Toolkit

Each part of the Toolkit has been structured so that it can be consulted independently of the others.
Users of this Toolkit who have an interest in a particular aspect may refer only to those sections and
tools that are of interest to them. Because the five parts do not function in isolation, the tools are
cross-referenced to relevant sections in other parts.

A simple set of icons, colour codes and other graphic features are employed to facilitate the use of
the Toolkit.
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Legislation

Enforcement

Judiciary and prosecution

Drivers and prevention

Data and analysis

Within each part, individual tools are clustered around key themes. The design, structure and layout
of each tool follow a simple pattern that provides background information on the significance and
context of each tool. This is followed by an explanation of the tool and its application. Where pos-
sible, references have been included that may serve as entry points for further reading and
analysis.

Each subsection of this Toolkit contains one or more “tools” that summarize the relevant analytic
points, usually in the form of a question or questions. The following is an example of a tool:

Tool 1.1 CITES

o Is the country a Party to CITES?

 In which domestic law or laws has CITES been implemented? Is there a single
national endangered species statute or similar law, or are there multiple legislative
instruments?

The tools are not checklists with questions simply to be ticked. Not every wildlife and forestry
system in every country approaches the same issue in the same way. The appreciation of differences
is as important as the acknowledgement of similarities when it comes to the development of insight
into what works best in particular settings. Not all of the suggested tools are appropriate nor, indeed,
desirable in every situation. They are there to prompt systematic enquiry and to guide users through
the major areas to be analysed.

The resources included in the Toolkit by no means comprise an exhaustive collection of all success-
ful, creative and innovative responses to wildlife and forest offences. The Toolkit demonstrates the
range of resources available to assist those involved in combating wildlife and forest crime.

It is hoped that the guidance offered and the resources recommended in the Wildlife and Forest Crime
Analytic Toolkit may inspire and assist policymakers, law enforcers, judges, prosecutors, administra-
tors and members of civil society in playing their role in the global effort to combat illegal trade in
wild fauna and flora.
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Legislation

Wildlife and forest crime and other offences of this nature vary from country to country. Within a
country, violations of wildlife and forest laws or regulations can give rise to administrative, civil or
criminal liability, with some States relying more on criminal sanctions, while others rely more on
civil or administrative sanctions.

Over the last 40 years, there has emerged an extensive body of treaties, agreements, declarations and
organizations that seek to protect the environment, natural resources, habitats, and the world’s wild
fauna and flora. While none of these initiatives is specifically aimed at preventing and suppressing
wildlife and forest offences, many international treaties and domestic laws provide frameworks that,
directly or indirectly, regulate, control and limit international trade in wild fauna and flora, and
criminalize illegal activities in the wildlife and forestry sectors.

The Convention on International Trade in Endangered Species of Wild Fauna and Flora (CITES)
is the principal international instrument to control and regulate international trade in protected
species and to suppress any illegal dealings in wild fauna and flora. The treaty has quickly widened
its membership and to this day, with its 175 Parties, remains the single most important instrument
in this field. In addition, the offences and international cooperation frameworks established by the
United Nations Convention against Transnational Organized Crime and the United Nations
Convention against Corruption enable the criminalization, investigation and prosecution of those
aspects of wildlife and forest offences that are linked to organized crime or corruption. Part one,
section 1, of this Toolkit identifies and explores relevant international legal frameworks.

Great discrepancies exist within and among national wildlife, forestry, criminal and other laws. Many
countries do not, or do not yet, comprehensively criminalize the many activities involved in illegal
trade in wild fauna and flora. In some jurisdictions, the criminal law does not adequately capture
attempts at committing offences or participation in these offences. In addition, it may not contain
special provisions for corruption and money-laundering in the wildlife and forestry sectors.
Consequently, the reform of legal and regulatory systems becomes a prerequisite for combating
wildlife and forest crime. This may include creating clear definitions of illegal activities, including
corrupt or improper allocation of concessions, establishing significant deterrent sanctions and speci-
tying relevant control and enforcement powers at every stage in the commodity chain."” Part one,
sections 2 to 4, of the Toolkit identify the spectrum of wildlife and forest offences and related domes-
tic provisions.

In addition to domestic and international frameworks, a number of regional and topic-specific initia-
tives to curtail wildlife and forest offences have emerged. These are identified and examined in part I,
section S.

1. International law

Existing international law, insofar as it relates to illegal activities in the wildlife and forestry sectors,
consists largely of agreements designed for environmental protection and the sustainable use of
natural resources. Agreements may deal with:

2 Cf. Duncan Brack, Kevin Gray and Gavin Hayman, “Controlling the international trade in illegally logged timber and wood products”,
study prepared for the United Kingdom Department for International Development (London, Royal Institute of International Affairs,
2002), p. 14.

13
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« Species protection, including measures to suppress illegal trade in those species, is important to
prevent the extinction of particular animals and plants, and to prevent their unnecessary exploi-
tation. Species protection measures, however, cannot prevent the destruction of natural habitats
and entire ecosystems."

«  Mechanisms to protect national parks, ecosystems or geographical areas are predominantly con-
cerned with the preservation of a designated area of particular ecological, biological or natural
value. These areas may be placed under international protection because of their rare or unique
features, or their wild fauna or flora.

« Biodiversity protection involves conservation and habitat protection. Its purpose is to safeguard
certain ecosystems or natural areas and all the species therein. The conservation of biodiversity usu-
ally involves the protection of designated lands, so-called conservation areas or reserves, from any
encroachment. Habitat protection, in contrast, refers to the protection of human land use, including
the sustainable development, income-producing opportunities and maintenance of the habitat."*

An important feature of all aspects of international environmental law is the emerging concept of
sustainable development, which is increasingly recognized in many international treaties and regional
agreements. Sustainable development may be defined as “the integration of environmental considera-
tions into the development planning process so that long-term economic development is ensured
while the quality of life of present and future generations is preserved and improved.”"* The concept
of sustainable development recognizes the need for environmental protection and for economic
development, and seeks to reconcile these often opposing and conflicting objectives; it seeks to
strike a balance between conservation and protection needs on the one hand, and economic and
developmental demands on the other.'

The following sections identify those international treaties that are directly or indirectly connected
to wildlife and forest offences and other associated offences. It should be noted, however, that inter-
national law remains fragmentary and inconsistent insofar as specific measures to prevent and sup-
press wildlife and forest offences are concerned. To this day, there is no specific treaty dealing
comprehensively with the many aspects and facets of wildlife and forest offences, such as illegal
logging, poaching, trafficking in wild fauna and flora, the possession and consumption of illegally
traded plant and animal material, and associated offences such as money-laundering. The absence
of such a treaty impedes the prosecution of many acts since they may not be considered to be
criminal offences.

1.1 Convention on International Trade in Endangered
Species of Wild Fauna and Flora"’

CITES is the principal international instrument to control and regulate international trade in pro-
tected species and to ensure that international trade in specimens of wild animals and plants does
not threaten their survival.

In short, the purpose of CITES is to protect species of endangered wild fauna and flora (including
products from them) by creating a control system for any trade and transaction in these species.

13 Ben Boer, Ross Ramsay and Donald Rothwell, International Environmental Law in the Asia Pacific (London, Kluwer Law International,
1998), p. 100.

1 Tbid, p. 101.

'* Roda Mushkat, “International environmental Law in the Asia-Pacific region: recent developments”, California Western International Law
Journal, vol. 20 (1989), pp. 21-29. With reference to the World Commission on Environment and Development.

' For further information, see part four on drivers and prevention.

'7 United Nations, Treaty Series, vol. 993, No. 14537. CITES was opened for signature in Washington, DC, on 3 March 1973 and entered
into force on 1 July 1975.
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The Convention contains three separate Appendices of species, and sets out the control and report-
ing mechanisms applicable to them:

« Appendix I includes those species threatened with extinction and in respect of which commercial
trade is not appropriate or sustainable. Any trade listed in Appendix I species requires prior
permits from both the importing and the exporting country. Certificates are also required for
the re-export of species.

« Appendix II includes those species not necessarily in danger of extinction but which may become
endangered if trade in them is not strictly regulated, as well as those for which trade must be
strictly regulated to permit effective control. An export permit is required for any trade in
Appendix II species and must be presented to the importing State’s Customs authorities.

«  Appendix Il includes those species that individual Parties choose to make subject to regulation and which
require the cooperation of the other Parties in controlling trade. Trade in Appendix III species requires the
Management Authority of the exporting State to issue an export permit, if it is the State that included the
species concerned in Appendix ITI, or a certificate of origin, if it is another country:

CITES is the single most important international instrument dealing with illegal trade in wild fauna
and flora because it is the only treaty that requires Parties to penalize some aspects of illegal trade
in protected species. It also enables countries to confiscate illegally sourced wild fauna and flora.
CITES is, in fact, the only international treaty that sets out specific violations relating to illegal
activities in the wildlife and forestry sectors.

Many Parties to CITES have not enacted specific legislation to implement the Convention. Instead,
they rely on general wildlife and forest laws, or in some cases they use their Customs or foreign
trade legislation to control trade in CITES-listed species. At times, these laws do not fully conform
to or comply with CITES requirements, especially in cases where they were enacted long before
CITES came into existence.'® It has been noted that:

If national legislation does not provide for the basic implementation of the [CITES] permit
system, it becomes difficult both to prevent criminal groups from engaging in the illegal trade
in wildlife species and to punish the perpetrators. The lack of national legislation implementing

CITES greatly diminishes the effectiveness of the treaty in specific members and throughout
the world."”

Thus, CITES can be effective only to the extent that Parties enact (and enforce) specific provisions.
This is usually done through an endangered species statute or similarly termed legislation.*’

CITES is widely implemented, even if not always to its full extent. The treaty has also had some
success in preventing the extinction of particularly endangered species, especially where commercial
trade has been ended completely. CITES is therefore likely to prove of value in curtailing wildlife
and forest offences insofar as the protection of individual endangered species is concerned, but it
cannot credibly be extended into an agreement to suppress and control every aspect of illegal trade
in wild fauna and flora.*!

It has also been noted that listing species in one of the CITES Appendices can have a negative side
effect in that it “may promote, as opposed to curb, the illegal trade in species by inadvertently

18 Cyrille de Klemm, “Guidelines for legislation to implement CITES”, IUCN Environmental Policy and Law Paper, No. 26 (Gland,
Switzerland, and Cambridge, United Kingdom, International Union for Conservation of Nature, 1993), p. S.

1 Mara E. Zimmermann, “The black market for wildlife”, pp. 1657-1665 (emphasis added).

2 See further section 2.4.

' Duncan Brack, Kevin Gray and Gavin Hayman, “Controlling the international trade”, p. 36.
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advertising their rarity.”** Such criticism highlights the fact that the accession to and implementation
of CITES must be accompanied by clear and stringent control mechanisms and enforcement action.

Tool 1.1 CITES

o Is the country a Party to CITES?

« In which domestic law or laws has CITES been implemented? Is there a single
national endangered species statute or similar law, or are there multiple legislative
instruments?

« Do these laws empower the government to regulate international and domestic trade,
possession and transport in animal and plant species?

The domestic implementation of CITES obligations is further analysed in part one, section 2.3, of
the Toolkit. Section 3.5 examines criminal offences relating to the protection of endangered species.

CITES reservations

The operation and application of CITES may be limited in relation to specific plants or animals if
a State enters a reservation with regard to any species included in the three Appendices or any parts
or derivatives specified in relation to a species included in Appendix III (in accordance with
article XXIII, paragraph 2, of the Convention). This may be done upon becoming a Party to the
Convention or upon amendments to the Appendices with respect to trade in the species or part or
derivative concerned. The reservation mechanisms under CITES effectively allow countries to act
as non-Parties in relation to specific species (article XV, paragraph 3, and article XVI, paragraph 2).%

The reservations allowed under CITES are seen by many as weakening the purposes of the
Convention as they open the door for countries to opt out of the protection of some species, thus
enabling the commercial exploitation of endangered species.”* On the other hand, the reservation
clauses are an avenue to increase general support for the Convention and encourage membership
by countries that may otherwise not accede to CITES. Further, the reservation clauses acknowledge
that countries may have legitimate trading interests in some species and seek to protect their eco-
nomic interests.>

Tool 1.2 CITES reservations

 Has the country entered reservations in relation to specific CITES-listed species?
What are these species?

o Is there any trade in these species? If so, has this trade been linked to criminal
groups?

> Erika Alacs and Arthur Georges, “Wildlife across our borders: a review of the illegal trade in Australia’, Australian Journal of Forensic
Sciences, vol. 40, No. 2 (December 2008), pp. 147-154.

» Gwyneth G. Stewart, “Enforcement problems in the endangered species convention: reservations regarding the reservation clauses”,
Cornell International Law Journal, vol. 14, No. 3 (1981), pp. 429-43S.

* Patricia W. Birnie and Alan E. Boyle, International Law and the Environment, 2nd ed. (New York, Oxford University Press, 2002),
pp- 629-630; Ben Boer, Ross Ramsay and Donald Rothwell, International Environmental Law in the Asia Pacific, p. 106.

» Gwyneth G. Stewart, “Enforcement problems in the endangered species convention”, pp. 429-436.
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1.2 United Nations Convention against Transnational
Organized Crime

Several recent United Nations reports suggest that criminal organizations have diversified into the
illegal markets for wild fauna and flora, attracted by high profits and low risks.?® Serious and organ-
ized forms of wildlife and forest offences, such as trafficking in tiger products,”” ivory, exotic birds,
caviar, inter alia, may fall within the scope of the United Nations Convention against Transnational
Organized Crime.?® Since its inception, the Convention has become an important and nearly uni-
versal tool in preventing and combating organized crime, including illegal trade in wild fauna, flora,
and their parts and derivatives.

The Convention against Transnational Organized Crime—also known as the Palermo Convention—
is the main instrument in the fight against transnational organized crime. It signifies the recognition
by its Member States of the seriousness of the problems posed by organized crime, as well as the
need to foster close international cooperation. The Convention encourages Parties to adopt measures
against transnational organized crime, including the establishment of domestic criminal offences, as
well as frameworks for extradition, mutual legal assistance and law enforcement cooperation. The
Convention also seeks to enhance the standardization and coordination of national legislative,
administrative and enforcement measures relating to transnational organized crime, and to ensure a
more efficient and effective global effort to prevent and suppress it.*

The Convention applies to specific sets of offences, specified in the following provisions: participa-
tion in an organized criminal group (article 5); money-laundering (article 6); corruption (Article 8);
and obstruction of justice (article 23). Additionally, the Convention applies to the offences under
the three protocols that supplement the Convention,* as well as to all “serious crime” with a trans-
national organized criminal aspect. Under article 2, paragraph (b), “serious crime’ shall mean a
conduct, constituting an offence punishable by a maximum deprivation of liberty of at least four
years of imprisonment or a more serious penalty”?' “Seriousness” refers to the penalty foreseen for
an offence under domestic law and thus “serious crime” can also capture those wildlife and forest

offences that are punishable by an imprisonment of four years or more.

Since both the perpetration and the effects of wildlife and forest offences are often transnational in
nature, and given the frequent involvement of organized criminal groups in these undertakings, there
is considerable potential for invoking the Convention against Transnational Organized Crime in a
legal response to the cross-border aspects of wildlife and forest offences.’” Indeed, the General
Assembly of the United Nations confirmed that the Convention:

constitutes an effective tool and the necessary legal framework for international cooperation
in combating such criminal activities as the illegal trafficking of protected species of wild flora
and fauna, in furtherance of the principle of the Convention on International Trade in
Endangered Species of Wild Fauna and Flora (CITES).®

*¢ United Nations, Economic and Social Council, “Illicit trafficking in protected species”, para. 28.

7 See further Brendan Moyle, “The black market in China for tiger products”, pp. 124-141.

% United Nations, Treaty Series, vol. 2225, No. 39574. Adopted on 15 November 2000; entered into force on 29 September 2003.

» See further David McClean, Transnational Organized Crime: A Commentary on the United Nations Convention and its Protocols (Oxford,
Oxford University Press, 2007), pp. 1-31; and Andreas Schloenhardt, Palermo in the Pacific: Organised Crime Offences in the Asia Pacific
Region (Leiden, Boston, Martinus Nijhoff, 2010), pp. 33-39.

% The Convention is supplemented by three protocols: the Protocol to Prevent, Suppress, and Punish Trafficking in Persons, especially
Women and Children, the Protocol against the Smuggling of Migrants by Land, Sea and Air, and the Protocol against the Illicit
Manufacturing of and Trafficking in Firearms, Their Parts and Components and Ammunition.

' See further Andreas Schloenhardt, Palermo in the Pacific, pp. 41-43.

3 Under the condition that such offences are considered in the legislation of the States Parties to the Convention.

3 United Nations General Assembly resolution 55/25 of 15 November 2000. See further Mara E. Zimmermann, “The black market for
wildlife”, pp. 1657-168S.



18 WILDLIFE AND FOREST CRIME ANALYTIC TOOLKIT

Tool 1.3 United Nations Convention against
Transnational Organized Crime

« Is the country a Party to the United Nations Convention against Transnational
Organized Crime?

o In which domestic law or laws has the Convention been implemented?

The domestic implementation of Convention provisions is discussed further in part one, section 4.5,
below. The Convention against Transnational Organized Crime also offers a particularly effective
mechanism for international cooperation in criminal matters by providing a broad and flexible legal
basis for cooperation on extradition, mutual legal assistance and international cooperation among
States Parties with regard to all forms of serious crime. These tools are further explored in part two,
section S of the Toolkit.

1.3 United Nations Convention against Corruption

Insofar as the different forms of wildlife and forest offences are connected with corrupt practices,
the United Nations Convention against Corruption® can provide an important legal basis for com-
bating them. This Convention, which is the first global legally binding instrument against corruption,
builds on the precedent of the Convention against Transnational Organized Crime and incorporates
a substantial number of similar provisions. As of May 2011, the United Nations Convention against
Corruption had 152 States Parties.

The Convention seeks:

“to promote and strengthen measures to prevent and combat corruption more effectively; to
promote, facilitate and support international cooperation and technical assistance in the preven-
tion of and fight against corruption, including in asset recovery; to promote integrity, account-
ability and proper management of public affairs and public property”

The Convention sets out a great range of preventive anti-corruption measures, and measures relating
to criminalization and law enforcement, international cooperation, asset recovery, technical assis-
tance and information exchange.

Tool 1.4 United Nations Convention against
Corruption

« Is the country a Party to the United Nations Convention against Corruption?

« In which domestic law or laws has the United Nations Convention against
Corruption been implemented?

3 United Nations, Treaty Series, vol. 2349, No. 42146. Adopted on 31 October 2003 and entered into force on 14 December 2005.
¥ United Nations Convention against Corruption, chap. I, art. 1.



PART ONE. LEGISLATION 19

The domestic implementation of Convention provisions is discussed further in section 4.3 below.
The United Nations Convention against Corruption also offers a particularly effective mechanism
for international cooperation in criminal matters by providing a broad legal basis for cooperation
on extradition, mutual legal assistance and international cooperation among States Parties. These
tools are further explored in part two, sections 7 and 8.

The United Nations Convention against Corruption contains a comprehensive set of preventive
measures aimed at establishing integrity, transparency and accountability that can help to curb cor-
ruption in the agencies involved in the fight against wildlife and forest offences, such as law enforce-
ment agencies, Customs, wildlife and forestry departments, but also prosecutors and the judiciary.
These and other measures are discussed in part two, section 9, and part three, sections 1.4 and 2.4.

1.4 Other international conventions

In addition to the system created by CITES, the United Nations Convention against Transnational
Organized Crime and the United Nations Convention against Corruption, several other treaties set
out principles and mechanisms that can be utilized to curtail wildlife and forest offences.

Convention on Biological Diversity

The Convention on Biological Diversity*® focuses predominantly on habitat protection by endeav-
ouring to balance the need for economic development with the protection of biodiversity, especially
through the nomination of reserves in developing countries. The principal emphasis of the
Convention is on the sustainable development and use of natural resources (article 1), including
wild fauna and flora, recognizing “the interaction between habitats and human populations.”’

In relation to wild fauna and flora, the Convention seeks to protect ecosystems, including forests.
To this end, the Convention requires States Parties to, inter alia, take steps to limit activities that
threaten the extinction of species or the degradation of ecosystems within their territory. Specifically,
the Convention calls on States Parties to take active steps in the rehabilitation and restoration of
degraded ecosystems, to create and enforce laws and regulations to protect threatened species, to
establish special protection areas, and to conduct environmental impact assessments of development
projects (articles 8 and 9).%

The Convention on Biological Diversity has frequently been criticized for achieving limited practical
outcomes.” First, the protection mechanisms are secondary to “economic and social development
and poverty eradication”, which are recognized as “the first and overriding priorities of developing
countries”. The Convention also ensures that States Parties maintain full sovereignty “to exploit their
own resources [according to] their own environmental policies” (article 3). Consequently, critics
argue that biodiversity protection “will continue to be limited by other developmental priorities
within the individual nations”* Second, unlike CITES, the Convention on Biological Diversity does
not protect particular species and, unlike the Convention Concerning the Protection of the World
Cultural and Natural Heritage, it does not protect particular places or areas. While the Convention
on Biological Diversity advocates the protection of natural habitats, it does not contain specific
measures to achieve this end.

% United Nations, Treaty Series, vol. 1760, No. 30619. Adopted on S June 1992 and entered into force on 29 December 1993.

¥ Ben Boer, Ross Ramsay and Donald Rothwell, International Environmental Law in the Asia Pacific, p. 111.

3 Cf. Debra J. Callister, “Corrupt and illegal activities in the forest sector: current understandings and implications for the World Bank”,
background paper for the 2002 Forest Strategy (Washington, DC, May 1999), p. 26.

¥ Ben Boer, Ross Ramsay and Donald Rothwell, International Environmental Law in the Asia Pacific, pp. 111-112.

# Raymond Michalowski and Kevin Bitten, “Transnational environmental crime’, in Handbook of Transnational Crime and Justice, Philip
Reichel, ed. (Thousand Oaks, California, Sage Publications, 2005), pp. 139-1S5.
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One strength of the Convention is considered to be the financial assistance that developing nations
can seek for biodiversity conservation programmes. Moreover, some experts have noted that:

In principle, the Convention on Biological Diversity could provide a home for a set of multi-
lateral negotiations aimed at creating a specific protocol on illegal logging ... However, it is fair
to say that most of the forestry industry remains suspicious of the Convention on Biological
Diversity, which is generally seen as a tool of environmentalists.*'

Tool 1.5 Convention on Biological Diversity

o Is the country a Party to the Convention on Biological Diversity?

« Does the country have domestic laws on the sustainable development and use of
natural resources that seek to balance environmental protection with economic
development?

« How do these laws ensure the enforcement of their provisions? Do they create
offences relating to wildlife and forest crime?

Convention Concerning the Protection of the World Cultural and Natural
Heritage

The purpose of the Convention Concerning the Protection of the World Cultural and Natural
Heritage,* also referred to as the World Heritage Convention, is to protect designated cultural and
natural sites from destruction, encroachment and exploitation. The Convention seeks to “establish
an effective system of collective protection of the cultural and natural heritage of outstanding uni-
versal value, organized on a permanent basis and in accordance with modern scientific methods”*
The main concern raised by the Convention is the protection of the world’s natural (and cultural)
heritage of “outstanding universal value”* Guidelines issued for the operation of the Convention
set out in detail the criteria that need to be met to elevate natural heritage to one of “outstanding
universal value”. Parties may identify their national “inventory of property forming part of the cultural
and natural heritage” and submit their proposals to the World Heritage Committee.** The Committee
collects information about legislative and administrative measures relevant to the protection of des-
ignated properties situation on the territory of Member States. It also maintains and updates the
List of World Heritage in Danger for natural heritage that requires major operations for its conserva-
tion (article 11, paragraph 4). Inclusion in this list is limited to properties that face “serious and

specific dangers such as the threat of disappearance”*

Unlike CITES, the Convention Concerning the Protection of the World Cultural and Natural
Heritage does not protect particular plant or animal species. Importantly, it does not require manda-
tory steps of protection and conservation. The Convention provides a set of guidelines to encourage
Parties to protect their cultural and natural heritage. Article S sets out a range of steps that countries

# Duncan Brack, Kevin Gray and Gavin Hayman, “Controlling the international trade”, p. 36.

# United Nations, Treaty Series, vol. 1037, No. 15511. Adopted on 16 November 1972 and entered into force on 17 December 1975.
# Convention Concerning the Protection of the World Cultural and Natural Heritage, preamble.

* Article 2 of the Convention Concerning the Protection of the World Cultural and Natural Heritage establishes that the term “natural
heritage” includes “natural features consisting of physical and biological formations of groups of such formations which are of outstanding
universal value from the aesthetic or scientific point of view; geological or physiographical formations and precisely delineated areas
which constitute the habitat of threatened species of animals and plants of outstanding universal value from the point of view of science
or conservation; natural sites or precisely delineated natural areas of outstanding universal value from the point of view science, conserva-
tion or natural beauty”.

* Convention Concerning the Protection of the World Cultural and Natural Heritage, art. 8 and art. 11, para. 11.

% Convention Concerning the Protection of the World Cultural and Natural Heritage, art. 11, para. 4.
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may take to achieve the protection, conservation and presentation of the natural and cultural herit-
age. The Convention also creates the World Heritage Fund,* to which Parties contribute voluntarily,
and from which they can seek financial and other assistance to protect their cultural and natural
heritage.

Tool 1.6 Convention Concerning the Protection of
the World Cultural and Natural Heritage

o Is the country a Party to the Convention Concerning the Protection of the World
Cultural and Natural Heritage?

o Are any natural sites in the country listed under the Convention as world heritage of
“outstanding universal value”?

« Does the country have domestic laws to protect natural heritage sites? Do they
contain criminal offences relating to illegal trade in natural heritage?

1.5 Bilateral agreements

Many countries or their responsible authorities have made numerous bilateral agreements—such as
mutual administrative or judicial assistance agreements and memorandums of understanding
(MOUs)—for general enforcement issues, which could also apply to combating transnational wild-
life and forest offences. At the same time, some countries have entered into specific bilateral agree-
ments to curtail illegal trade in wildlife and forest products. Such agreements may be set up between
individual producer and consumer countries that agree to take action to prevent and suppress the
illegal trade in wild fauna or flora that affects them. The possibility of having such voluntary agree-
ments has also been endorsed by the Ministerial Declaration made at the Forest Law Enforcement
and Governance East Asia Ministerial Conference, held in Bali, Indonesia, in 2001.%

The first of this kind of bilateral agreements was an MOU between Indonesia and the United
Kingdom of Great Britain and Northern Ireland in 2002, which commits the two countries to work
together to reduce, and eventually eliminate, illegal logging and international trade in illegally logged
timber and wood products. Indonesia has since entered into similar agreements with China, Japan,
Norway and the Republic of Korea.*

In July 2010, the European parliament approved the European Union Timber Regulation (formerly
the Due Diligence Regulation). This regulation not only requires timber traders to exercise “due
diligence” when selling timber on the European Union market but also prohibits the sale of illegally
harvested timber in the European Union. It is expected that the regulation will become applicable
in all European Union Member States in early 2013.

Timber from Forest Law Enforcement, Government and Trade (FLEGT) partner countries will be
considered to have met the requirements of the European Union Timber Regulation if the FLEGT
Voluntary Partnership Agreements (VPAs) with these countries establish control and licensing pro-
cedures that ensure that only timber products derived from legally harvested timber are sold on the
European Union market.

¥ Convention Concerning the Protection of the World Cultural and Natural Heritage, art. 15.

# See part one, section S.1.

¥ Food and Agriculture Organization of the United Nations and International Tropical Timber Organization, Best Practices for Improving
Law Compliance in the Forestry Sector, FAO Forestry Paper, No. 145 (Rome, FAO, 2005), p. 69.
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A common element to all VPAs is that producing countries put in place credible control systems to
verify that timber is produced in accordance with national laws. This implies:

« A commitment to ensure that the applicable forest law is consistent, understandable and enforce-
able, and promotes sustainable forest management;

« The development of technical and administrative systems to monitor logging operations and to
identify and track timber from the point of harvest and the point of import to the point of
export;

o A commitment to improving transparency and accountability in forest governance;

o The building of checks and balances into the tracking and licensing system, including the imple-
mentation of an independent monitoring system; and

« The developing procedures to license the export of legally harvested timber.

As of July 2011, the European Union had concluded VPAs with six countries, and it is negotiating
agreements with several more. The European Union and China have an MOU to work on FLEGT-
related matters in preparation of the entry into force of the European Union Timber Regulation in
2013.%°

A number of other consumer countries have similar legislation or are in the process of developing
legislation against trade in illegally harvested timber. The United States was the first to take such
measures by amending the Lacey Act in 2008 to make it illegal to import, trade in or transport
illegally harvested wood and wood products. Australia is in the process of developing legislation
against trade in illegally harvested timber, while Switzerland is introducing an import declaration.
A growing number of countries have developed public procurement policies that aim to avoid using
illegally harvested timber in public projects.

Tool 1.7 Bilateral agreements

« Has the country entered into any bilateral agreements with other countries that,
directly or indirectly, relate to wildlife and forest crime or illegal trade in wild fauna
and flora?

o Is the country engaged in VPA negotiations, free trade agreements or other bilateral
agreements to curtail illegal timber trade?

« What mechanisms does the agreement contain? Does it include criminal offences,
measures for Customs and law enforcement cooperation, information exchange and
so forth? How is the agreement enforced?

Often such bilateral agreements between individual countries affected by illegal trade are relatively
easy to negotiate and are usually supported by the political willingness necessary for them to work.

% European Commission, “Forest Law Enforcement, Governance and Trade: Voluntary Partnership Agreements”, FLEGT Briefing Notes,
No. 6 (2007). Available from http://ec.europa.eu/development/icenter/repository/B2_Flegt Br6 2007_en.pdf; European Forest
Institute, FLEGT Team, Forest Law Enforcement Governance and Trade: The European Union Approach, Policy Brief, No. 2 (Helsinki:
European Forest Institute, 2008). Available from www.efi.int/files/attachments/publications/efi_policy_brief 2_eng_net.pdf; European
Forest Institute, EU FLEGT Facility, What is a Voluntary Partnership Agreement? The European Union Approach, EFI Policy Brief, No. 3
(2009). Available from www.efiint/files/attachments/publications/efi_policy_brief 3_eng net.pdf, www.euflegt.efi.int/portal/home/
vpa_countries/.
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However, it has to be noted that bilateral agreements can be evaded by trans-shipping products
through third countries, neighbouring the country of origin or the country of destination.*!

For example, over the last two decades, the United States and its trading partners have also included
in their bilateral free trade agreements the requirement to curtail illegal logging and other illegal
trade in wildlife products. Such provisions facilitate legal trade in wildlife and timbers and promote
cooperation in the area of environmental protection, but they have also been criticized for creating
possible loopholes due to simplified procedures and reduced border control. The bilateral adminis-
trative agreements signed between countries have also provided enhanced mutual assistance and
information exchange in various areas, including indirectly enforcing legislation related to wildlife
and forests.

2. Domestic law

The lack of comprehensive international legal norms dealing with wildlife and forest offences means
that domestic law is primarily responsible for determining the nature, scope and consequences of
wildlife and forest offences. In turn, without comprehensive wildlife and forest laws at the national
level, including criminal offences, it is difficult to combat wildlife and forest offences at the interna-
tional level.>*

In many countries, the reform of legal and regulatory systems is a prerequisite for addressing wildlife
and forest offences. One of the many challenges in developing and enhancing these systems is the
fact that wildlife and forest offences relate to a diverse range of government sectors that are governed
by a great variety of legislative instruments. The following sections and tools are designed to identify
the relevant statutes pertaining to wildlife, forests, species protection and criminal law.

In some countries, laws related to wildlife and forests are poorly developed or suffer from significant
gaps. Elsewhere, legal frameworks may be so extensive that government agencies, including law
enforcement agencies, do not have the resources to monitor compliance adequately.

In analysing domestic wildlife, forest and criminal laws, including offences, and in developing recom-
mendations for law reform, it is important to avoid unnecessary duplication, complication and
bureaucratization: “Simplicity and efficiency of regulations often go hand in hand.”>

[Flewer and simpler government rules reduce opportunities for arbitrary interpretation and
malfeasance... Laws that are too complex and difficult to understand require complicated and
expensive procedures and abrupt reorientation of institutional or social behaviour, run the risk
of becoming unenforceable, irrelevant, and open opportunities for corruption and other illegal
activities.**

Furthermore, it is not sufficient to have the correct laws; transparency is also critical. This includes
both the broad dissemination of the laws and ensuring that the language they use is understandable
to the public.*®

! Duncan Brack, Kevin Gray and Gavin Hayman, “Controlling the international trade”, p. 32.

> Mara E. Zimmerman, “The black market for wildlife”, pp. 1657-1675.

53 Esa Puustjirvi, Proposal for Typology of Illegal Logging (Helsinki, Savcor Indufor Oy, 2008), p. 30.

5+ Arnoldo Contreras-Hermosilla, “Law compliance in the forest sector: an overview”, World Bank Institute Working Paper (Washington,
DC, World Bank, 2002), pp. 15-16.

> World Bank, “Strengthening forest law enforcement and governance: addressing a systematic constraint to sustainable development”,
Report No. 36638-GLB (Washington, DC, 2006), p. 6.
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The World Bank notes that, although there is “no one size fits all” description of good wildlife and
forest laws, lawmakers can design laws in ways that resist illegal activities and corruption by doing
the following:*

Avoid legislative overreaching: Do not write laws that exceed national capacity, that are more
elaborate than necessary to achieve the intended policy or that are socially unacceptable.

Avoid unnecessary requirements for licences or permissions: These add to the burden on both
government and private sector resources and offer opportunities for corruption. Make sure
licence and control requirements serve a genuine purpose.

Promote transparency and accountability: These serve both to deter bad acts and to make their
detection easier. Where the law grants discretion to officials, it should provide standards for
exercise of that discretion.

Enhance the stake of local, non-government interests in forest management: The law can do this by
better recognizing existing rights or by creating new opportunities for local people to benefit
from forest management. Without local support, law enforcement in forest areas is difficult.

Adopt the law through a broadly participatory process: This promotes a sense of ownership of
the law among stakeholders and a resulting respect for it.%’

Increase the effectiveness of law enforcement mechanisms in the law: Set appropriate penalties and
have effective enforcement powers and procedures.

Domestic laws, however, do not exist in a vacuum and are generally influenced by government
policy. Wildlife and forestry policy development is an essential precursor to developing and main-
taining adequate legislation. Wildlife and forestry policy choices are, of course, the prerogative of
individual countries and this Toolkit is not intended to assess or comment on the wildlife and
forestry policies of individual countries. It is pertinent to note that policy choices should be made
carefully, in consultation with relevant stakeholders, and should be reflected fully and accurately in
legislation. A thorough review of the stakeholders that should be considered is established in
part four. A clear wildlife and forestry policy basis facilitates the introduction of procedures and
practices to ensure, inter alia:

« Coherence and predictability of the legislation;
« Transparency of legal rights and obligations;
« Consistency, fairness and due process in application of legislation; and

« Efficiency of management and ease of implementation.*®

Donor country governments and international organizations can assist in the process of improving
governance by providing financial and technical assistance and, in some cases, by making the dis-
bursement of development assistance conditional on such improvements.*

¢ Ibid.
7 Aspects of forest management and participation are further discussed in part four of the Toolkit.
8 CITES Secretariat, Model Law on International Trade in Wild Fauna and Flora (Geneva, n.d.), p. S.

¥ Duncan Brack, Kevin Gray and Gavin Hayman, “Controlling the international trade”, p. 14.
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2.1 Wildlife and forest law

In most countries, the ownership of, management of, and offences relating to, the wildlife sector are
usually set out in a wildlife and forest statute or similar law. While many aspects of domestic wildlife
and forest laws focus predominantly on administrative matters, these frameworks directly and indi-
rectly shape the patterns of criminal activity in the wildlife and forestry sectors. Criminal groups
quickly adapt to loopholes in domestic legislation, attempt to circumvent certain rules and processes
or identify access points for corruption and coercion. Accordingly, domestic wildlife and forest laws,
including ownership and management, should form part of any analysis of the criminal justice
response to wildlife and forest offences. A more detailed analysis of these points are included in
part four of the Toolkit.

For the most part, wildlife law is intended to address issues arising from claims concerning conflicts
over wild animals living on or transiting through public habitats, or private lands or waterways.
Historically, competing claims related to the hunting and trapping of wildlife has been a major driver
behind the development of wildlife law. In addition, environmental concerns and issues of conflict
with domestic animals have become important. In general, domestic laws pertaining to the wildlife
sector should, at a minimum, set out rules for the following aspects:

o Ownership over wildlife, that is, State-ownership, private property rights, rights of indigenous
people or native title;

« Designation of government agencies to oversee and regulate the wildlife sector, administrative
processes and so forth;

« Game reserves and hunting areas, including the identification of the areas where subsistence,
commercial or leisure hunting is prohibited or permitted;

« Licence systems for leisure and commercial hunting, including conditions for granting, renewing
and cancelling hunting licences;

« Transport and import/export rules to control the movement of wildlife, dead or alive, animal
parts and products made from wildlife across the country and across international borders; and

o Offences for violations of domestic wildlife laws and enforcement measures.

The following tool sets out basic analytic questions designed to identify the core components and
organization of domestic wildlife laws. Provisions relating specifically to wildlife offences and the
enforcement of wildlife laws are examined separately in part one, section 3, and part two of the Toolkit.

Tool 1.8 Domestic wildlife laws

% « Which domestic laws regulate the wildlife sector? When were these laws enacted?
When were they last updated?

« Do domestic laws regulate ownership and property rights over wildlife?

« Do domestic laws regulate the management and administration of the wildlife sector?
Which agency is charged with wildlife administration? Which government depart-
ment does the agency belong to, and to whom does it report?

« Are subsistence, leisure or commercial hunting permissible under domestic law?
What are the requirements to hunt legally?
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« Do domestic laws designate game reserves or other areas in which no hunting is per-
mitted? Do they designate areas in which subsistence, leisure or commercial hunting
is permissible?

« Do domestic laws set out a system for hunting concessions? Who issues hunting con-
cessions? How can they be obtained, renewed, suspended and cancelled?

« Do domestic laws set out rules for the transportation and import/export of wildlife,
including live animals, dead animals, trophies, animal parts and products made from

wildlife?
« Do domestic wildlife laws set out specific offences and enforcement measures?

« Do domestic wildlife laws set out specific responsibilities of each agency or authority
and mechanisms of coordination and cooperation?

Domestic laws pertaining to the forestry sector should, at a minimum, set out rules for the following
aspects:

« Ownership over forests, that is, State-ownership, private property rights, rights of indigenous
people or native title;

« Designation of government agencies to oversee and regulate the forestry sector, administrative
processes and so forth;

« Forest and nature reserves, catchment areas and logging areas, including the identification of the
areas where subsistence and/or commercial logging are prohibited and those where they are
permissible;

« Licence systems for logging, including conditions for granting, renewing and cancelling logging

concessions;

« Licence systems for timber processing, including conditions for granting, renewing and cancel-
ling licences;

« Transport and export rules to control the movement of timber (logs, sawn timber and other
products) across the country and across international borders; and

« Offences for violations of domestic forest laws and enforcement measures.

The following tool lists basic analytic questions designed to identify the core components and organi-
zation of domestic forest laws. Provisions relating specifically to forest offences and the enforcement
of forest laws are examined in part one, section 3, and part two of the Toolkit.

Tool 1.9 Domestic forest laws

% « Under which domestic laws is the forestry sector regulated? When were these laws
enacted? When were they last updated?

« Do domestic laws regulate ownership and property rights pertaining to forests?
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« Which domestic laws regulate the management and administration of the forestry
sector? Which agency is charged with forest administration? Which government
department does the agency belong to, and to whom does it report?

« Do domestic laws designate forest and nature reserves and catchment areas (in which
no logging or taking of plants is permitted)? Do they designate areas in which sub-
sistence or commercial logging is permissible?

« Is subsistence or commercial logging permissible under domestic law? What are the
requirements to extract timber and take other plants legally?

« Do domestic laws set out a system for logging concessions? Who issues logging con-
cessions? How can these be obtained, renewed, suspended and cancelled?

+ Does domestic law require licences to process timber (for example, for sawmills)?
Who issues these licences? How can these be obtained, renewed, suspended and
cancelled?

« Do domestic laws set out rules for the transportation and import/export of timber,
including logs, sawn timber and the like?

« Do domestic forest laws set out specific offences and enforcement measures?

« Do domestic forest laws set out specific responsibilities of each agency or authority
and mechanisms of coordination and cooperation?

In addition to forest laws, some countries have specific legislation on the use of wild flora. This
legislation is often related to species protection, which is examined in the next section. It is, however,
conceivable that separate statutes, such as conservation acts, wild flora acts or similar laws, exist and
set out provisions to administer and manage the harvesting, taking, processing, trade, supply, sale
or possession of specific plants or of wild flora generally. Insofar as they exist, these statutes should
be integrated into an analysis of domestic laws related to wildlife and forests.

2.2 Species protection

In most countries, laws pertaining to species protection and the regulation of the trade in endangered
species of wild fauna and flora are synonymous with the domestic laws implementing CITES.®
Given the widespread adhesion to CITES globally, there are only very few countries in which spe-
cies protection laws are unrelated to CITES. In some countries, the relevant legislation is termed
“endangered species law”, or similar, while other countries rely on their general wildlife legislation,
and sometimes on Customs or foreign trade legislation to control the trade in specimens of CITES-
listed species.”!

To ensure the protection of endangered species under the framework of CITES, further elaboration
and implementation of legislation at the national level is needed. In this context, the CITES
Secretariat notes that:

% See tool L1.
¢ Juan C. Vasquez, “Compliance and enforcement mechanisms of CITES”, in The Trade in Wildlife: Regulation for Conservation, Sara
Oldfield, ed. (London, Earthscan Publications, 2003), pp. 63-6S.
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Creating and adopting effective and enforceable legislation is not an easy task. Effective legisla-
tion is not just a piece of paper but the practical solution to a problem. Enforceable legislation
is that which is realistic in terms of what can be achieved within a country’s particular context
and its human or financial resources...

The legislative provisions for implementing CITES in each Party are similar, though Parties
may have different legal structures, national policies, culture, species in trade, or types of trade.
All Parties, however, should have a solid legal foundation for regulating international wildlife
trade. It is only through legislation that is adequate, up to date, and efficiently enforced that
CITES can really work.??

The current reality, however, shows that less than half of CITES Parties have adequate domestic
legislative, regulatory and institutional measures that effectively implement CITES.®

Implementation of CITES

The CITES Secretariat can help States Parties to implement the Convention by offering a variety of
tools, expertise, documents and training. Further, the Secretariat, through its National Legislation
Project,* has developed a template for a model law on international trade in wild fauna and flora
that can be used by States Parties in order to develop new, and analyse existing, legislation.

The Secretariat has also issued a legislation checklist to review domestic CITES laws. It contains 70
items for review that are based on resolutions of the CITES Conference of Parties and on the
“Guidelines for legislation to implement CITES”% The checklist contains items relating to the gen-
eral design and application of domestic CITES laws; management and scientific authorities; permit
requirements; the form and validity of permits and certificates; the revocation, modification and
suspension of permits; exceptions to permit requirements; border controls; the control of consign-
ments and permits; enforcement and penalties; the disposal of confiscated specimens; the acceptance
and refusal of foreign permits; reports; and financial matters.

The following tool sets out those elements of the Convention that are of particular relevance to the
control and prohibition of wildlife and forest offences. It also considers whether domestic CITES
legislation covers all specimens of all species (animals and plants, alive or dead, and parts and deriva-
tives) included in the three CITES Appendices, and whether the legislation and its schedules are
amended regularly as necessary.®

Tool I.10 Domestic CITES implementation

« Do the relevant laws set out the following?
General rules to regulate international and domestic trade in endangered species;
Role of Management and Scientific Authorities;

Role and powers of enforcement agents;

@ CITES Secretariat, Model Law on International Trade, p. 2 (emphasis added).

¢ CITES Secretariat, “National laws for implementation of the Convention”, Fifteenth meeting of the Conference of the Parties, Doha,
March 2010. See also Juan C. Vasquez, “Compliance and enforcement mechanisms of CITES”, pp. 63-65.

¢ See also Juan C. Vasquez, “Compliance and enforcement mechanisms of CITES”, pp. 63-65.

 Cyrille de Klemm, “Guidelines for legislation to implement CITES”, IUCN Environmental Policy and Law Paper, No. 26 (Gland,
Switzerland and Cambridge, United Kingdom, International Union for Conservation of Nature, 1993).

® CITES Secretariat, Model Law on International Trade, p. 3.
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Permit requirements, including () the form and validity of permits and certificates,
(b) the revocation, modification and suspension of permits, and (c) exceptions to per-
mit requirements;

Prohibitions and offences relating to illegal trade in endangered species;
Powers for confiscation; and
General powers for the government to make regulations as necessary.

« Do the relevant domestic laws apply to all animal and plant species listed in CITES
Appendices I, IT and III? Do these laws apply to non-CITES species? Are these listed
in a separate schedule?

» .

« Do the laws use the Convention definitions of “specimen”, “introduction from sea”
and other relevant terms?

o When were these laws last updated? Are schedules and appendices updated if and
when listings in the CITES Appendices change?

CITES Management and Scientific Authorities

Each CITES signatory must designate a Management Authority (or Authorities) to issue permits
or certificates, as well as a Scientific Authority to be consulted in certain cases before permits or
certificates are issued. Any international trade, including any export, re-export, import or introduc-
tion from the sea, in any animal or plant, or part or derivative of species included in the Appendices
to the Convention requires the issuance of a permit or certificate (depending on the case) issued
by the Management Authority. The procedures for issuing the permits or certificates vary depending
on the CITES Appendix involved, the source of the specimen and other factors.

An analysis of national CITES Authorities should consider the legal instrument (law, regulation,
decree) that authorizes the designation of CITES Management and Scientific Authorities or express-
ly designates those Authorities. For example, the legislation of some countries may not make a
provision for the designation of a Scientific Authority. The analysis should further consider whether
legislation clearly and precisely gives the CITES Management Authority the powers necessary to
carry out its responsibilities (for example, the power to grant permits and certificates) and provides
mechanisms for coordination and communication between the Management Authority and other
government agencies with relevant competencies (for example, Scientific Authority, police, Customs
and relevant ministries).”

& CITES Secretariat, Model Law on International Trade, p. 3.
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Tool 1.11 CITES Management Authority

% o If the country is a Party to CITES, has it designated a Management Authority? What
is the name of the Authority? Is it created by statute?

« Has the country designated a Scientific Authority?

« What is the mandate of the Management Authority? Is it the body designated to
grant, cancel and retain the permits and certificates required under CITES?

« Is the Management Authority authorized to proceed with any required investigation
and detain specimens where there are reasonable doubts on their identification, pend-
ing the results of other investigations?

« Can the Management Authority refuse to accept permits from exporting countries
when it has reasonable grounds to do so (for example, if it appears that substantial
irregularities have occurred)?

o Where is the Management Authority located? How is it equipped and funded? How
is it staffed?

The mandate of the national Management Authority necessitates close collaboration with domestic
law enforcement agencies, especially Customs. To facilitate such cooperation, the World Customs
Organization and the CITES Secretariat recommend the signing of a national MOU between
Customs and the CITES Management Authority. Such a framework gives Customs an appropriate
platform for obtaining information from the Management Authority with which to target high-risk
consignments and travellers. The MOU also enables Customs to help the Management Authority
by indicating the existence of suspicious circumstances or consignments. The increased quantity and
frequency of information provided by the Management Authority enables Customs to identify, dis-
tinguish and target high-risk traffic more effectively, while permitting the majority of legitimate trade

to move freely.*®

A/

Tool 1.12 Cooperation between Management
Authority and Customs

« How does the Management Authority cooperate with Customs? Has an MOU or
other agreement been set up to facilitate their cooperation? What does it state?

« How does the Management Authority collaborate with other law enforcement agen-
cies and government agencies?

« Is the Management Authority mandated to provide other law enforcement agencies
with assistance in terms of the identification, handling and disposal of detained or
confiscated specimens?

¢ See Guidelines on Co-operation between Customs Administrations and CITES Management Authorities Managing the Trade in Animals and
Plants (CITES). WCO reference number Annex IV to Doc. 41.827 (only available to WCO members).
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Species protection beyond CITES

The application and enforcement of CITES provisions are necessarily limited to specimens of species
listed in the CITES Appendices. Most timber species, for instance, are not listed in CITES and are
not protected by any other international agreement. This, in turn, means that the protection and
enforcement mechanisms under CITES are not available to respond to illegal trade in endangered
species that are not listed in the Appendices. Neither do they apply to any trade involving countries
that are not a Party to CITES. As a result, trade through non-Parties may be used as a way to cir-
cumvent reporting and permit requirements.%

It is for this reason that several countries have adopted additional legislation to prevent and suppress
illegal trade in non-CITES species and extend the application of documentation, permit and report-
ing requirements to States not a Party to CITES. The CITES Secretariat also reccommends the use
of Convention standards in any trade involving non-signatory nations, using “comparable documen-
tation” issued by competent authorities,” as provided for in article X of the CITES Convention.”!

Tool 1.13 Species protection outside CITES

« Do domestic laws relating to species protection apply to the trade in endangered spe-
cies with States not a Party to CITES?

« Do domestic laws apply to species not listed in the CITES Appendices?

2.3 Criminal law

Generally, criminal law articulates those principles that apply to all criminal offences within one
jurisdiction, regardless of the nature of the crime. This includes the elements of offences, extensions
and limitations of criminal liability, general defences, the limitations and conditions applicable to
children and legal entities (corporations), burden of proof and geographical application, among many
others. Depending on the jurisdiction, these general principles of criminal liability—along with
specific offences—are set out in a single statute or a series of laws, or even in case law, depending
on the legal system.

The general rules and principles of criminal liability are of equal importance to wildlife and forest
offences as they determine the way in which criminal liability is established and explain the organi-
zation, scope and operation of the relevant offences, including those that relate, directly or indirectly,
to the wildlife and forestry sectors. The Toolkit is not equipped to conduct a comprehensive analysis
of the general rules of criminal law and of all specific offences in one jurisdiction. The following
sections highlight those general principles that are of particular importance to criminal liability for
wildlife and forest offences.

It should be emphasized that the analyses of criminal justice systems must be tailor-made as each
country’s legal system may apply principles of criminal law in different manners and under different
designations and definitions.

@ Patricia W. Birnie and Alan E. Boyle, International Law and the Environment, p. 629.

70 Rosalind Reeve, Policing International Trade in Endangered Species: The CITES Treaty and Compliance (London, Royal Institute of
International Affairs, 2002), pp. 34-35.

7! Convention on International Trade in Endangered Species of Wild Fauna and Flora, article X.
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Establishing fault elements (mens rea)

Most common law and civil law jurisdictions require proof of fault for criminal offences. In most
countries, criminal liability is based on the presumption of “no conviction without fault”. Before a
person is found guilty of an offence, the prosecution must prove the mens rea, or mental elements,
of the offence. This ensures that the prosecution establishes the “guilty mind” of the accused before
a conviction. It is based on the principle that persons should not be convicted for something they
did not intend, did not know, or were unaware of.

The difficulty with fault elements, especially subjective fault elements such as intention and knowl-
edge, is to prove that a defendant intended a particular outcome or knew a particular fact. Some
jurisdictions make it possible to infer the necessary knowledge, intent or other subjective mental
element from other (circumstantial) evidence. This would be in line with, for example, article S,
paragraph 2, of the United Nations Convention against Transnational Organized Crime, which pro-
vides that “the knowledge, aim, purpose or agreement” required to establish relevant offences under
the Convention “may be inferred from objective factual circumstances”’* The same provision is found
in article 28 of the United Nations Convention against Corruption.

In determining the scope of the application of wildlife and forest offences, it is important to decide
whether only those offences that have been committed intentionally, knowingly or recklessly should
be punishable or whether liability for an offence should apply in all cases, even when the person
concerned was negligent or had no awareness whatsoever that his or her conduct was unlawful.
Some legal systems admit the concept of “strict liability”, where certain forms of conduct would be
criminalized regardless of whether or not an accused intended the outcome, or at least without the
need to prove subjective elements. The establishment of liability without the proof of fault elements
eases the work of investigative and prosecutorial organs and may theoretically constitute a greater
deterrent. However, in other countries, the concept of strict liability is not acceptable under criminal
law. A system of administrative offences may then be considered in complement of criminal offences
to address harmful conduct against wildlife and forest resources, where proof of subjective elements

is not possible.

Tool 1.14 Proof of subjective fault elements

% « Does the national criminal law permit the use of objective factual circumstances to

prove subjective fault elements such as intention, knowledge and so forth?

o Is it permissible to infer the subjective fault elements of the relevant wildlife and for-
est offences from objective factual circumstances?

« Does the criminal law presume that every offence requires the proof of fault elements
(such as intention, knowledge or recklessness)?

+ Does the criminal law permit criminal liability to arise without the proof of a fault
element? Is the concept of strict liability available? In what circumstances can liability
without fault arise?

o What fault elements are required for wildlife and forest offences? Can liability for
wildlife and forest offences arise without the proof of fault?

7 See further David McClean, Transnational Organized Crime, pp. 65-66.
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Extensions of criminal liability

In all jurisdictions, criminal liability is not limited to completed offences, and extensions are provided
to capture those persons who attempt, incite or participate in a criminal offence. The extensions are
also of great importance to wildlife and forest offences as they enable the prosecution of offenders
who try but fail, who are accessories to someone else’s crime or who instigate others to commit a
relevant offence.

Most jurisdictions recognize three inchoate offences, namely attempt, conspiracy and incitement, as
described below. The common thread among these offences is that they are committed even though
the substantive offence that had been intended was not completed and no harm was caused.

« Attempt is designed to punish those who intend to commit a crime and who commit acts that
are more than merely preparatory to the crime, but who are unsuccessful in carrying it out.
Liability for attempt may also arise if the prosecution cannot prove that the accused committed
the complete offence because relevant evidence is missing or because the planned activities of
the accused were abandoned, aborted, interrupted or were doomed to fail from the outset.

« Conspiracy—an offence known mostly in common law countries—serves to criminalize an
agreement between two or more persons to commit an unlawful act where there is an intention
to commit that unlawful act.

« The offence of incitement covers situations in which a person tries to incite or persuade another
to commit a crime that the inciter wants and intends to have committed by the other person.
It is an offence to incite another person to commit an offence, even if that offence is not carried
out and even if the incitement has no effect on the individual who incited the crime.

Secondary liability extends criminalization beyond the main offenders. It refers to extensions of
criminal liability that capture offenders who commit offences jointly or who contribute to the com-
mission of a criminal offence by others. Secondary liability applies to persons who are parties to the
principal offence but who themselves are not criminally responsible as principal offenders. The
rationale for extending liability beyond the principal offender(s) is that a person who promotes or
assists in the commission of a crime is just as blameworthy as the person who actually commits it.
Secondary liability may apply to conduct that occurs before or during the commission of the prin-
cipal offence: so-called “accessorial liability” (accessories).

Tool .15 Extensions to criminal liability

« Are attempts, conspiracy and incitement to wildlife and forest crime criminalized?
What are the requirements to establish liability for these inchoate offences?

« Does liability for wildlife and forest offences extend to persons aiding, abetting, coun-
selling or facilitating the offence, as well as to other accomplices? What are the
requirements to hold persons criminally liable as participants or accessories?

Liability of legal persons

In many States, criminal law extends liability for criminal offences to legal persons such as corpora-
tions. The simple rationale of corporate criminal liability is that corporate entities on whose behalf
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or for whose benefit any offence, including wildlife and forest crime, was committed by one of their
employees or agents ought to be criminalized in the same way as natural persons. Corporate struc-
tures should not be used—as they often are—to shield anyone from criminal prosecution and pun-
ishment. Other States do not accept the criminal liability of legal persons, but they may establish
civil or administrative liability to prevent or deter wrongful acts committed by or through legal
persons. For example, article 10 of the United Nations Convention against Transnational Organized
Crime requires States to adopt measures to establish the liability of legal persons for participation
in serious crimes involving an organized criminal group and for the offences defined in the
Convention. Paragraph 2 states that, “subject to the legal principles of the State Party, the liability
of legal persons may be criminal, civil or administrative”.

Tool 1.16 Liability of legal persons

Can legal persons be held criminally responsible for wildlife and forest offences?
« Does the prosecution of the corporation prejudice the prosecution of individuals?
« What types of sanctions can be imposed on corporations?

« If corporate criminal liability does not exist, is it possible to impose civil or adminis-
trative sanctions on corporations?

3. Wildlife and forest offences

Wildlife and forest crime comprises a myriad of diverse and sometimes overlapping offences from
illegal logging and hunting, processing, exporting and importing, trafficking, supplying, to receiving,
possessing and consuming wild fauna and flora. It also covers associated offences, such as document
fraud (including fraudulent marking and stamping), money-laundering, tax evasion and corruption.
However, there is a simple taxonomy for understanding the nature of criminal activities that may
have a significant impact on the environment. These activities involve illegal products, illegal places
and illegal practices. Wildlife and forest crime can occur equally in countries of origin, at transit
points and in countries of destination.

To combat wildlife and forest crime effectively, it is important to identify and define all possible
offences and to enforce appropriate penalties for the complete array of offences. Identifying the
many offences that constitute or contribute to wildlife and forest crime goes some way in defining
the phenomenon and in articulating what wildlife and forest crime is, and—just as importantly—
what it is not. Exploring the whole spectrum of criminal activities associated with wildlife and forest
crime also assists in identifying access points for law enforcement investigations and other govern-
ment interventions. Also important in effectively preventing wildlife and forest offences is identify-
ing all links in the supply chain and understanding driving factors that may lie beyond wildlife and
forest areas.

The table below presents a non-exhaustive overview of the categories of criminal offences in coun-
tries of origin, at transit points and in countries of destination, as well as a list of associated offences.
Each category is further explored in sections 3.1 to 3.6 and section 4 below. It has to be noted that
there is significant overlap among the offences as countries often play more than one role, in that
they are, for instance, simultaneously the source of the plant or animal and the place in which plant
or animal material is further processed and perhaps also consumed.
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Table 1. Wildlife, forest and associated offences at origin, transit and destination
points
Wildlife offences Forest offences Associated offences
Origin Poaching (illegal hunting) lllegal logging and Corruption
Use of prohibited hunting harvesting Tax evasion and non-pay-
equipment or methods lllegal possession ment of fees
Taking of restricted prey lllegal processing Document fraud
(breeding females, young, of plant material Money-laundering
protected species) lllegal export
Violation of seasonal
restrictions
lllegal possession
lllegal processing of animal
material
lllegal export
Transit lllegal import lllegal import Corruption
lllegal possession lllegal possession Tax evasion and non-pay-
lllegal supply and sale lllegal supply and sale ment of fees
lllegal processing lllegal processing Document fraud
lllegal export lllegal export Money-laundering
Destination lllegal import lllegal import Corruption

lllegal processing

lllegal processing

Tax evasion and non-pay-

ment of fees

lllegal possession lllegal possession

Document fraud

lllegal supply and sale lllegal supply and sale

Money-laundering

lllegal consumption lllegal consumtion

One of the principal obstacles in wildlife and forest crime investigations is the fact that, in many
countries, criminal offences pertaining to the wildlife and forestry sectors are not clearly defined.
The definition and scope of legality may depend on government policies and administrative regula-
tions, and these are easily changeable by local or national governments. Many undesirable and envi-
ronmentally unsustainable practices in the wildlife and forestry sectors may in fact be legal under
existing laws in an effort to maximize short-term revenues.” The legalization and criminalization of
certain activities in the wildlife and forestry sectors are driven by a great range of political, economic
and environmental factors, many of which are beyond the wildlife and forestry sectors and therefore
beyond any analysis of the criminal justice system. Part four of the Toolkit offers tools to analyse
some of these factors, as well as preventive interventions to address them.

Neither is there consensus among countries about the exact scope and elements of wildlife and
forest offences. What may be illegal in one country may be perfectly legal in neighbouring countries.
In analysing the relevant criminal offences and developing recommendations for reform, it is impor-
tant to avoid creating marked imbalances between countries. If one country has very strong, well-
defined wildlife and forest legislation, then a relatively wide spectrum of wildlife and forestry
activities may be illegal. In contrast, in a neighbouring country with weaker legislation, the same

7 Cf. Duncan Brack, Kevin Gray and Gavin Hayman, “Controlling the international trade”, p. 13.
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type of activities may be in compliance with the law. Purely national-level concepts of “legality”
therefore have the potential to create disparities between countries when controls are applied at the
international level.”*

3.1 lllegal logging and harvesting

The term “illegal logging” is used very broadly to describe a great range of activities associated with
the felling of trees. While the term has widespread use, it is largely void of technical meaning and
it is not defined in international law. In summary, illegal logging usually refers to one or more of the
following activities:”

« Logging of protected or endangered species

« Logging in protected or prohibited areas

«  Excessive logging

« Logging without permits or with fraudulent permits
« Obtaining logging permits illegally

« Non-payment of taxes and other forest fees

« Damaging forest ecosystems.

Logging of protected species

Illegal logging frequently involves the felling of trees that belong to a protected species. Most coun-
tries have protected tree species of conservation concern under domestic laws and prohibit their
logging. Illegality may thus arise if trees are logged in violation of these prohibitions or in the absence
of any authority or permit to take them.

Logging in protected areas

Logging activities may be illegal because of the location in which they are carried out. This is usu-
ally the case if logging is carried out in geographical areas that are placed under environmental
protection, such as national parks or conservation areas. Most countries prohibit logging activities
in areas that have been placed under protection to preserve their biodiversity, natural habitat or
heritage, or to protect the livelihoods of indigenous people or local communities. This type of illegal
logging also includes situations in which the logging is carried out outside concession boundaries
or in particularly vulnerable areas, such as steep slopes, river banks or water catchments. It may also
involve instances in which public or protected forests are illegally occupied and converted to land
for agricultural use or cattle ranching.

7 Ibid,, p. 14.

7 Andreas Schloenhardt, “The illegal trade in timber and timber products in the Asia-Pacific region”, Research and Public Policy Series,
No. 89 (Canberra, Australian Institute of Criminology, 2008), pp. 47-49; Cf. Alison Watson, “The proposed New Zealand approach
towards addressing illegal logging and associated trade activities, MAF Discussion Paper, No. 2006/01 (Wellington, Ministry of Agriculture
and Forestry, 2006), pp. 17-18; Duncan Brack, “Illegal logging and the illegal trade in forest and timber products’, International Forestry
Review, vol. S, No. 3 (2003), p. 195; Duncan Brack, Kevin Gray and Gavin Hayman, “Controlling the international trade’, p. 7.
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Excessive logging

A further type of illegal logging involves activities that exceed allocated concessions. This usually
involves cases in which concession holders harvest trees in excess of their concession where that
concession sets out a logging quota. This problem is particularly common in countries with little, if
any, capacity to take inventories of their forests, so there is no ready way to identify excess
harvests.

Logging without permits or with fraudulent permits

Many logging activities are illegal because the person or company carrying out the activities does
not hold a valid permit to do so. This is the case if permits were never obtained or have expired, or
if the activities carried out are outside the scope of the logging permit. Areas that are only infre-
quently inspected by government officials are particularly vulnerable to unauthorized logging of this
kind. Another involves the duplication of permits. In areas where surveys are carried out more
frequently, the use of fake permits or duplications of real permits are more common.”

Obtaining logging permits illegally

Perhaps one of the most widespread forms of illegal logging involves instances in which logging
concessions have been obtained illegally. This may occur because of coercion, corruption, conflict
of interest or fraud, or by providing false information to forest authorities. More commonly though,
logging concessions are issued illegally by government officials in return for bribes. Allegations of
the corruption of government officials are particularly widespread in the forestry sector of many
countries and equally affect the harvesting, processing, transportation, export and import stages of
the timber trade.””

Non-payment of taxes and other forest fees

Even if an operator has obtained a legal permit to harvest, the non-payment of taxes, royalties or
other fees make the operation illegal. Often these violations go hand in hand, and if the operator
harvests additional trees, other fees remain unpaid. The arrears can in some cases become a huge
drain of public resources and revenue.

Damaging forest ecosystems

The final type of activity associated with illegal logging involves the damaging of trees, especially by
way of girdling, ringbarking or burning them. The purpose of this activity is to damage the trees to
the extent that they can be harvested legally as most countries allow the removal of damaged trees
to reduce the risk of bushfires and other hazards. There have been numerous reports of loggers tak-
ing advantage of this legal loophole by damaging forests deliberately to necessitate their removal.
Once a tree is removed from its original place, it becomes difficult if not impossible to distinguish
legally sourced timber from illegally damaged trees.”

76 Abt Associates, “Illegal logging: a market-based analysis of trafficking in illegal timber”, final report for the National Institute of Justice,
Washington, DC, 2006, p. 46.

77" See further part one, sections 3.3 to 3.5 of the Toolkit.

7 Abt Associates, “Illegal logging”, p. 43.
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Some reports, especially those issued by non-governmental organizations (NGOs), use the term
“illegal logging” more loosely to refer to any kind of unsustainable forest activity. The term has also
been used to describe harvesting activities that may infringe on the customary rights of indigenous
people and local communities. These types of activities are further explored in part four of the Toolkit.

Many countries are relatively effective at prosecuting illegal logging offences, especially those with
tightly regulated forestry sectors. A few even extend the criminal offences available for the illegal
taking of trees to other plants. The illegal harvesting of plants, the taking of plants from protected or
prohibited areas and so forth are, however, equally damaging to the environment and can contribute
to the extinction of species, as well as fuel other criminal offences further down the trade chain.

Tool 1.17 lllegal logging and harvesting

% o Are the following activities criminalized pursuant to domestic law?

Logging protected timber species;
Harvesting (as well as theft and other taking) of protected plant species;

Logging and harvesting without valid authorization (including no permit, expired
permits and forged permits);

Logging and harvesting in protected areas (including natural reserves and national

parks);

Logging and harvesting in prohibited areas (such as steep slopes, river banks and
catchment areas);

Logging and harvesting outside concession boundaries;
Illegal occupation and use of forest lands;
Logging and harvesting above concession quotas;

Removing under- or oversized trees, damaging trees, using slash and burn practices,

girdling and ringbarking;
Obtaining logging and harvesting concessions illegally; and
Underreporting and misreporting logging and harvest activities or quotas.

« Pursuant to which legislation are these activities criminalized? Are these criminal
offences or administrative offences?

« What types of offences are included?

« Does liability for the offences cover intentionally, knowingly or negligently (without
due care) engaging in the prohibited conduct? Can the offences be committed with-
out proof of fault (strict liability)?

« Do the offences criminalize incidental illegal logging and harvesting (when the result
is incidental to some other activity)?

o What are the penalties for these offences?
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3.2 lllegal hunting (poaching)

Illegal hunting or poaching refers to a variety of offences that criminalize the unlawful taking of wild
animals. For example, poaching frequently involves the hunting of animals that belong to a protected
species. Hunting activities may also be illegal because of the location in which they are carried out.
This is usually the case if hunting takes place in geographical areas that are placed under environ-
mental protection, such as national parks or game reserves. Hunting may also be illegal if it occurs
outside designated areas. Several countries designate specific lawful methods of hunting in relation
to specific species. For example, a minimum calibre of firearm may need to be used to hunt “big
game”. In some instances, the use of crossbows, bow and arrows, or snares or traps may be prohibited.
Using such methods would be regarded as poaching and result in violations of national law.

A further type of poaching involves activities that exceed allocated quotas. Other hunting activities
are illegal because the person or organization carrying out the hunting does not hold a valid licence
to do so. This is the case if hunting licences were never obtained, are invalid, have expired or have
been forged. Hunting licences may also be void because they have been obtained by way of coercion
or corruption.”

Tool 1.18 lllegal hunting (poaching)

« Are the following activities criminalized pursuant to domestic law?
Killing or capturing protected animal species;

Killing or capturing wild animals without valid authorization (including no permit,
expired permits and forged permits);

Killing or capturing wild animals in protected areas (including game reserves and
national parks);

Killing or capturing wild animals outside licensed boundaries;
Killing or capturing wild animals above licensed quotas;

Killing or capturing young animals; the destruction of or damage to nests, dens and
eggs; and the removal of eggs;

Hunting outside of season or at other unauthorized times;
Obtaining a hunting licence illegally;

Use of unauthorized hunting devices or hunting methods (including traps and
explosives);

Interference with other people’s hunting or trapping; and
Underreporting and misreporting hunting activities or quotas.

o Pursuant to which legislation are these activities criminalized? Are these criminal
offences or administrative offences?

« What types of offences are included?

7 Cf. Arlene Kwasniak, “Enforcing wildlife law”, Canadian Wildlife Law Project Paper, No. 2 (Calgary, Canada, Canadian Institute of
Resources Law, 2006), pp. 6-7.
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« Does liability for the offences cover intentionally, knowingly or negligently (without
due care) engaging in the prohibited conduct? Can the offences be committed with-
out proof of fault (strict liability)?

« Do the offences criminalize incidental illegal logging and harvesting (when the result
is incidental to some other activity)?

o What are the penalties for these offences?

3.3 lllegal processing of animal and plant material

In the chain of illegal activities associated with wildlife and forest crime, the steps that follow illegal
logging, harvesting and poaching are the processing of plant and animal material (such as milling
or slaughtering) and the manufacturing of plant and animal products. The illegal processing of wild-
life and forest products is one of the most complex steps in the supply chain as it is used to disguise
the origin of the material used and of the types of species involved so that the final product becomes
indistinguishable from products involving materials obtained legally.

The use of illegally obtained plants or animals often reduces the production costs and ultimately the
costs of the finished product, thus creating an advantage for operators who do not adhere to laws
and industry regulations. If exotic species are involved, the processing stage frequently involves the
manufacturing of luxury goods made from rare materials, such as ivory, mahogany or ramin, or of
food items and medicines that contain protected plant or animal material. Illegal processing and
manufacturing also involves activities such as processing without a licence, with a fake licence or
with illegally obtained licences.*’

Tool 1.19 lllegal processing of animal and plant
material
« Are the following activities criminalized pursuant to domestic law?
Processing illegally obtained or protected plant or animal material;
Processing without documentation verifying the legal origin of the material;
Manufacturing of prohibited goods made from wild fauna or flora; and

Operating processing facilities for timber (or other plant or animal material) without
a licence.

« Pursuant to which legislation are these activities criminalized? Are these criminal
offences or administrative offences?

« What types of offences are included?

« Does liability for the offences cover intentionally, knowingly or negligently (without
due care) engaging in the prohibited conduct? Can the offences be committed with-
out proof of fault (strict liability)?

o What are the penalties for these offences?

% Duncan Brack, “Illegal logging and the illegal trade”, p. 195.
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3.4 Trafficking, trade, sale and supply

Offences relating to trafficking cover a range of commercial activities involving wild fauna and flora,
and activities relating to their transportation. For example, domestic law may criminalize the sale,
supply and offering for sale of protected species and illegally obtained wildlife and animal material,
or may otherwise prohibit the trade in and transport of such material. Offences relating to exports,
imports and other cross-border transactions are set out separately in part one, section 3.5, below.

Tool 1.20 Trafficking, illegal trade, sale and supply

% o Are the following activities criminalized pursuant to domestic law?

Selling wild fauna or flora that has been illegally logged, harvested or otherwise
obtained illegally;

Transport, sale and offering for sale of any specimen of CITES-listed species that has
been imported, introduced from the sea or taken from the wild without the required
permits;

Trade and transport of unlawfully imported specimens; and
Trade in defiance of trade restrictions or national control measures.

« Pursuant to which legislation are these activities criminalized? Are these criminal
offences or administrative offences?

. What types of offences are included?

« Does liability for the offences cover intentionally, knowingly or negligently (without
due care) engaging in the prohibited conduct? Can the offences be committed with-
out proof of fault (strict liability)?

o What are the penalties for these offences?

In addition to these criminal offences, some countries impose far-reaching restrictions on trade in
wildlife and animal material in an attempt to close the market to any product where legal origins
cannot be proved. Such trade regulations are not explored further in the Toolkit, but they can be
integrated into wider strategies to stop wildlife and forest crime.

3.5 Import and export offences

Export offences involve a range of illegal cross-border activities, including the transportation of wild
fauna and flora without authorization, the export of illegally obtained wildlife and forest products,
the illegal export of protected species and the misclassification of exports, as well as export with
fraudulent documents, excessive export and the declaring of lower values and volumes, clandestine
export, export without permits and illegally obtaining export permits.*'

8 Alison Watson, “The proposed New Zealand approach’”, pp. 17-18; Duncan Brack, ‘Tllegal logging and the illegal trade’, p. 195.
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Similar to these export offences, the import of wild fauna and flora into a country may be illegal
because of violations of Customs and other border control requirements. In particular, illegality may
arise in the following cases:

o The import involves protected species;

« An import ban from that particular source is in place;
« The import is not declared;

« Documentation requirements are not complied with;
« False declarations are made or papers used; and

« 'The import exceeds the limit.

In most countries, a Customs statute or similar law criminalizes the import and export of prohibited
goods, and sets up a licensing system for the legitimate cross-border trade in otherwise prohibited
items. Such legislation usually applies to a great range of contraband ranging from wild fauna and
flora to illegal drugs, weapons, pornography, explosives and other banned items. Often, these laws
contain no measures specifically tailored for animals and plant material, which are listed along with
other prohibited goods. Moreover, some countries have quarantine laws that ban the import of
certain species of wild fauna and flora, though these laws are generally concerned with disease and
pest control and focus on species and other environmental protection only as a side effect.

CITES, in contrast, provides measures that are specifically tailored to enforce the provisions of the
Convention and to prohibit the export and import of CITES-listed species. Under article VIII,
paragraph 1, States Parties are required to take the appropriate measures to enforce the provisions
of the Convention and to prohibit trade in specimens in violation thereof. In particular, they must
prohibit and make it an offence to import or export specimens in violation of the provisions of the
Convention, which is to say without appropriate and valid permits.*> Article VIII does not in itself
create a criminal offence and it does not provide any guidance as to the design of criminal offences
under domestic law. The creation of the offence and the enforcement of the provisions of CITES
are left to the signatories, and States Parties are at liberty to adopt more stringent prohibition and
restriction requirements than required by the Convention. The criminalization of the retail trade in
illegally sourced species and of attempts to trade in or possess protected species is not included in
the Convention.®

8 Cyrille de Klemm, “Guidelines for legislation to implement CITES’, p. 60.
%3 David Favre, International Trade in Endangered Species: A Guide to CITES (Dordrecht, Netherland, Martinus Nijhoff Publishers, 1989),
pp- 215-216.
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Tool 1.21 Import and export offences

% « Are the following activities criminalized pursuant to domestic law?

Export and import of protected species (protected under domestic law or protected
in the CITES Appendices);

Export and import of wild fauna and flora without valid permits (including no permit,
invalid permits and forged permits);

Export and import of wild fauna and flora above set quotas or above documented quotas;
Export and import of wild fauna and flora in contravention of national bans; and
Other export and import of wild fauna and flora not in consistency with valid permits.

« Pursuant to which legislation are these activities criminalized? Are these criminal
offences or administrative offences?

« What types of offences are included?

« Does liability for the offences cover intentionally, knowingly or negligently (without
due care) engaging in the prohibited conduct? Can the offences be committed with-
out proof of fault (strict liability)?

o What are the penalties for these offences?

3.6 Acquisition, possession and consumption

The demand for and consumption of wild fauna and flora is one of the most integral drivers of the
illegal trade. While many of the criminal aspects associated with wildlife and forest crime are carried
out in source and transit countries, these offences would not occur if it were not for the continuing
demand in the main consumer countries.

Jacqueline L. Schneider notes:

“[W]hatever illegal property is demanded, illegal suppliers will strive to fulfil the demand.
Thieves (or poachers) acquire the goods because they know there are avenues through which
they can sell them—there is an opportunity to sell the demanded property to those who either
use it themselves or are willing and able to sell it on to their final consumers.”*

The demand for rare species or cheap material is the single most important reason for widespread
illegal activities in the wildlife and forestry sectors. Without demand for exotic pets, furniture made
from tropical timber, food containing rare animals or plants, carvings made from ivory or rhinoceros
horn, inexpensive imported veneer and plywood, and so forth, wildlife and forest crime would be
dramatically reduced. As such, demand constitutes a driving factor for wildlife and forest crime. This
subject is discussed further in part four of the Toolkit.

Any strategy aimed at eliminating the illegal trade in wild fauna and flora must address the demand
for illegal animals and plants, dead or alive, including products and derivatives. However, most

% Jacqueline L. Schneider, “Reducing the illicit trade in endangered wildlife”, pp. 274-286.
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countries, especially those with the highest consumption, have only recently introduced mechanisms
to address, let alone prohibit, the demand for illegal wild fauna and flora. The major importing
countries of wildlife products have made few reforms. While some mechanisms exist to control the
trade in species protected under CITES, these measures address only a small aspect of the trade and
not the wider issues.

In comparison to other aspects of trade in wild fauna and flora, demand and consumption are the
least researched and the least regulated aspects. There are generally no requirements to hold permits
to obtain or purchase certain material unless protected species are involved. In addition, few coun-
tries prohibit the purchase of plant or animal products that come from an illegal source or involve
protected species, and there are generally no penalties for the possession of illegally acquired speci-
mens of wild fauna or flora. For the most part, the consumers of illegal wild fauna and flora are
immune from any penalties, prosecutions and seizures. Article VIII, paragraph 1, of CITES is among
the few provisions that require States Parties to penalize the possession of any of the species listed
in the CITES Appendices.

Tool 1.22 Offences relating to possession

% o Are the following activities criminalized pursuant to domestic law?

Possession and purchasing of any specimens of CITES-listed species that have been
imported, introduced from the sea or taken from the wild without the required
permits;

Possession and purchasing of unlawfully imported specimens; and
Obtaining, consuming and using illegally sourced/imported wild fauna and flora.

o DPursuant to which legislation are these activities criminalized? Are these criminal or
administrative offences?

« What types of offences are included?

« Does liability for the offences cover intentionally, knowingly or negligently (without
due care) engaging in the prohibited conduct? Can the offences be committed with-
out proof of fault (strict liability)?

» What are the penalties for these offences?

3.7 Penalties

There are considerable differences among countries as to the nature and level of penalties that may
be imposed for wildlife and forest offences. In some countries, only small fines and short prison
terms are handed out. In others, fines can be very severe and prison terms can be long. In extreme
cases, wildlife and forest offences can attract life imprisonment or even capital punishment.*

CITES does not prescribe specific penalties for illegal trade in protected species under article VIII
and, accordingly, Parties to the Convention are free to determine the fines or sentences imposed on
the illegal trade. In several countries, the penalties may be limited to fines, and few countries have
lengthy periods of imprisonment included in possible penalties. In other countries, the penalties are

% Cyrille de Klemm, “Guidelines for legislation to implement CITES”, p. 65.
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purely administrative. In general, the deterrence factor for criminal offences is significantly lessened
if courts cannot, or do not, impose realistic fines or other forms of punishment. Low or inadequate
penalties may also restrict the use of investigative techniques such as surveillance, the interception
of communications, access to bank accounts and other financial records, and controlled deliveries,
which in general are only applicable to serious crimes.

The discrepancies among countries regarding the penalties imposed can also create challenges in
multilateral efforts to effectively combat wildlife and forest crime. Countries with comparatively
lower penalties may be seen as soft targets and may thus be more vulnerable to illegal activity. It
would therefore seem desirable to achieve a certain degree of harmonization of the penalties incurred
so that some perpetrators could be more easily deterred if they knew they would face the prospect
of similar penalties wherever they operate.® States should also ensure that pecuniary penalties remain
relevant and keep their deterrent power over time, for example by indexing them to inflation rates
where appropriate.”’

Calls for sanctions for wildlife and forest crime to be greatly increased and to be made mandatory
for all detected illegal activities should, however, be answered with caution. Particularly severe penal-
ties should be reserved for serious offences that are committed intentionally, for second or multiple
offences, and for offences that cause harm or death to another person. While it is necessary to ensure
that offenders are fairly and systematically convicted, it is important to note that increasing the fines
and penalties for illegal activities is not always an effective deterrent. In some instances it may be
counterproductive, as it can increase the willingness to pay bribes and may lead to higher levels of
corruption. Stiffer penalties will thus only act as a deterrent where overall governance of the wildlife
and forestry sectors is improved.®

Penalties for the many offences identified in previous sections will vary depending on the different
types of conduct involved and the circumstances and consequences of that conduct. It is, of course,
impossible to recommend specific penalties as this is a matter that should be clearly left to the
judgement of individual jurisdictions. Penalties should, on the one hand, be fair and commensurate
with the harm caused and, on the other hand, be severe enough to constitute an effective deterrent.
They must also be socially acceptable, as otherwise the courts may often feel bound not to apply
them.¥

The following tool is designed to identify the types of penalties available as well as the maximum
and minimum penalties provided for wildlife and forest offences in the legislation. These will often
differ from the actual penalty imposed on an offender. The full spectrum of available sanctions, along
with the principles of sentencing, are further analysed in part three, section 4, below.

Some of the consequences of wildlife and forest offences may not be “penalties” in the strictest
sense of the word. For example, in Liberia, the 2005-2006 concession review assessed all alleged
logging concessions to analyse whether they met legal requirements and were established through
the proper legal process. The result was that none of the concessions was found to have been awarded
in compliance with the legislation. As a result, each and every concession agreement was declared
null and void—not cancelled in the legal sense—with notable economic loss to the alleged
concessionaires.”

% TIbid.

8 FAO and ITTO, Best Practices for Improving Law Compliance, p. 47.

% Tbid.

¥ Cyrille de Klemm, “Guidelines for legislation to implement CITES”, p. 103.

% Arthur G. Blundell, “The financial flows that fuel war’, in Forests, Fragility and Conflict, Program on Forests (Washington, DC, World
Bank, 2010).
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% Tool 1.23 Penalities for wildlife and forest offences

« What types of sanctions are provided for wildlife and forest offences in the statute
(such as fines or imprisonment)?

« Does the legislation set out maximum terms of imprisonment or maximum fines?
« Does the legislation set out minimum terms of imprisonment or minimum fines?

« Does the severity of the penalty adequately reflect the severity of the harm caused by
the perpetrator and his/her guilty mind?

« How do these penalties and their severity compare to those for other types of crimi-
nal offences?

« Is there any forfeiture statute or provisions on general or special forfeiture?

« Is there an appropriate recurrent process to review the compliance of concession and
other utilization agreements with national legislation?

4. Related offences

In addition to the specific offences explored in section 3 above, wildlife and forest crime frequently
involves a range of other associated offences that are used to facilitate the principal offence or that
are committed in the aftermath of a wildlife and forest crime. The Toolkit does not examine the
myriad of offences that can conceivably be associated with wildlife and forest crime. Instead, the
following sections focus on those offences that are most frequently connected to wildlife and forest
crime. These include document fraud (the omission of material facts, with the intention to mislead),
money-laundering, corruption and bribery, tax evasion and the non-payment of fees and tariffs, as
well as participation in criminal organizations.

4.1 Document fraud and related matters

Document fraud is frequently used to disguise the authenticity, legality, quantity, volume, origin
and destination of wild fauna and flora. Fraud takes place at the source points, at transit points
and destination points. Fraud may be committed by filling in a document with false information
or by forging the document itself. There are a myriad of ways in which genuine documents can
be tampered with and in which false documents can be created.

Document fraud involves not only paper-based fraud; it can involve the removal, alteration, defacing
or erasure of marks affixed to animals, plants and parts thereof. Fraud may occur when false infor-
mation is given or when misrepresentations are made to government officials who issue the relevant
permits, licences, concessions and other documents, with the intention to omit or mislead. For
example, false declarations of the captive breeding of animals or the artificial propagation of plants
are a common means of fraudulently obtaining genuine CITES permits and certificates.

Document fraud can also be linked to corruption if government officials are bribed to issue false
documents. The theft and sale of blank documents similarly undermine the system.
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The overreliance on documents, marks and stamps is seen by many as a fundamental vulnerability
of trade in wild fauna and flora. The documents, marks and stamps themselves are often traded
illegally and recycled in multiple transactions. At the international level, CITES and other organiza-
tions also lack a comprehensive and independent system for monitoring and verifying the issuance
and use of permits and the central reporting of data.”

The ingenuity of those engaging in the ever-changing patterns of document fraud needs to be
matched by penalties that are, on the one hand, general enough to capture the great diversity of
criminal conduct and, on the other hand, specific enough to adequately penalize particularly serious
forms of document fraud. The following activities should be established as criminal offences pursu-
ant to a country’s legislation: (a) any violation of the conditions attached to permits and licences;
(b) the making of false or misleading statements in, or in connection with, applications for permits
and licences; (c) the making of false or misleading statements to enforcement officers; and (d) the
forging of permits or security stamps. The removal, alteration, defacement or erasure of marks affixed
to specimens should also be included, pursuant to regulations. In addition, the failure to keep
records, the keeping of incomplete records, and the falsification of records, where the keeping of

records is required, should also be established as criminal conduct.”

Pursuant to Economic and Social Council resolution 2004/26 of July 2004, the United Nations
Office on Drugs and Crime commissioned a study on fraud and the criminal misuse and falsification
of identity,” which was released in 2007 as a result of the work of an open-ended intergovernmental
expert group. The findings of the study were based on the information provided by 46 Member
States. The study tackled differences and deviations in definitional and conceptual approaches at the
national level with regard to the criminal misuse and falsification of identity, and shed light on vari-
ous aspects revealing the complexity of the problem and its criminal diversity.

Tool 1.24 Document fraud and related offences

% o Are the following activities criminalized pursuant to domestic law? What types of

offences are included?
Forging of government-issued documents, security stamps and markings;
Theft of blank documents;

Providing false information, including making false statements and misrepresenta-
tions, to government officials;

Violation of the conditions attached to permits and licences related to wildlife and
forests;

Unauthorized removal, defacement, erasure and alteration of stamps and marks;
Falsification of records and failure to keep records;
Omission of material facts;

Carrying out fraud to deprive citizens or the government of the honest and faithful
services of its employees.

! Brack Duncan, Kevin Gray and Gavin Hayman, “Controlling the international trade”, p. 16.

> Cyrille de Klemm, “Guidelines for legislation to implement CITES’, p. 103.

% United Nations, Economic and Social Council, “Results of the second meeting of the Intergovernmental Expert Group to Prepare a
Study on Fraud and the Criminal Misuse and Falsification of Identity”, report of the Secretary-General, 2 April 2007 (E/CN.15/2007/8
and Add.1-3).
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« Pursuant to which legislation are these activities criminalized? Are these general fraud
offences, identity-related offences or offences specific to wildlife and forest crime? Are
these criminal offences or administrative offences?

« Does liability for the offences cover intentionally, knowingly or negligently (without
due care) engaging in the prohibited conduct? What are the applicable evidentiary
standards for the prosecution of such offences?

« Does liability for the offences extend to participation in, attempts to, conspiring to,
aiding, abetting, facilitating and counselling the commission of these offences?

o What are the penalties for these offences? Do such offences include criminal or
administrative sanctions or both?

o Are there sufficient data, statistics or other information to effectively and conclusively
prove a case of fraud or identity-related crime?

4.2 Money-laundering

Wildlife and forest products can generate vast amounts of profit that need to be laundered to disguise
their illegal origin. There are many examples of how wildlife and forest crime is linked to money-
laundering and to the avoidance of currency control and other financial regulations. In few countries
are wildlife and forest offences predicate (or underlying) offences for money-laundering. To date,
there have been very few attempts to “follow the money trail” by freezing and ultimately confiscating
the proceeds of wildlife and forest crime, and identifying and criminalizing those who fund wildlife
and forest offences or profit from them. Moreover, most of these attempts have been in relation to
illegal logging and have thus far only been made within one country and not internationally.

Most countries now have laws against money-laundering that directly or indirectly criminalize the
transferring, receiving, concealing and possession of proceeds of a crime. In some countries, however,
these laws are not well developed, not often used and frequently overlooked as a tool to prevent
and suppress wildlife and forest crime. On the other hand, other countries have set up creative ways
to specifically target the proceeds from activities such as illegal logging, the illegal processing of
timber, the export and import of illegal logs, and other activities related to wildlife and forest crime.

A number of international frameworks can be utilized to criminalize and investigate the laundering
of wildlife and forest crime proceeds. The Convention against Transnational Organized Crime, for
instance, contains a provision to comprehensively criminalize money-laundering insofar as it relates
to organized crime and other serious offences. It also sets out a range of other measures to prevent
and detect money-laundering.** Article 23 of the United Nations Convention against Corruption
includes a money-laundering offence that is modelled after the Convention against Transnational
Organized Crime. In simplified form, Article 6, paragraph 1, of the Convention against Transnational
Organized Crime and Article 23, paragraph 1, of the United Nations Convention against Corruption
define laundering of the proceeds of crime as:

(a) (i) The conversion or transfer of property, knowing that such property is the proceeds of
crime, for the purpose of concealing or disguising the illicit origin of the property...;

% United Nations Convention against Transnational Organized Crime, art. 6 and art. 7. See further David McClean, Transnational
Organized Crime, pp. 68-108.
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(a) (ii) The concealment or disguise of the true nature, source, location, disposition, movement

or ownership of or right with respect to property, knowing that such property is the proceeds

of crime;

(b) (i) The acquisition, possession or use of property, knowing at the time of receipt, that such

property is the proceeds of crime.

These conventions also state that the application of relevant provisions shall extend to participation
in, association with or conspiracy to commit, attempts to commit and aiding, abetting, facilitating

and counselling the commission of these money-laundering offences.”

Figure Il
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% United Nations Convention against Transnational Organized Crime, art. 6, para. 1 (b) (ii); United Nations Convention against
Corruption, art. 23, para. 1 (b) (ii). See also UNODC, Criminal Justice Assessment Toolkit (New York, United Nations, 2006), pp. 5-6.
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Tool 1.25 Money-laundering offences

% « Does domestic law criminalize the conversion, transfer or concealment of property, or

the disguise of its true nature, source, location, disposition, movement or ownership,
knowing that such property is the proceeds of crime?

« Does domestic law criminalize the acquisition, possession or use of property, know-
ing that such property is the proceeds of crime?

« Do these offences apply to the proceeds derived from all serious crimes? Are relevant
wildlife and forest offences predicate crimes® to which money-laundering provisions
apply? If so, do predicate offences include offences committed both within and out-
side the national territory? If committed outside the national territory, does the dou-
ble criminality requirement apply?

« Are there specific money-laundering offences relating to wildlife and forest crime?
Where are the offences defined (such as the penal code or specific criminal laws)?
What are their constituent elements, both objective and subjective (mens rea)?

« Does liability for the offences cover intentionally, knowingly or negligently (without
due care) engaging in the prohibited conduct? Can the offences be prosecuted with-
out proof of fault?

« Does liability for the offences extend to participating in, attempting to commit, con-
spiring to commit, aiding, abetting, facilitating, and counselling the commission of
these offences?

o What are the penalties for these offences?

« Are the money-laundering provisions applicable to the persons who committed the
predicate offence (self-laundering) or are predicate offences and money-laundering
punished separately?

¢ Article 2 (h) of the United Nations Convention against Transnational Organized Crime states: “Predicate offence’ shall
mean any offence as a result of which proceeds have been generated that may become the subject of an offence as defined in
article 6 of this Convention.”

Additional tools relating to financial investigations and the seizure of assets are explored in part two,
sections 5.8 and 5.9.

Financial Action Task Force Recommendations

The Financial Action Task Force (FATF) was set up in 1989 as an intergovernmental body specifi-
cally to address the problem of money-laundering and to enhance multilateral judicial assistance in
that field. FATF currently has a membership of 34 States and two regional organizations, which
together represent most major financial centres in the world. It has now been recognized by 170
countries, of which 110 have established Financial Intelligence Units (FIUs). These countries have
agreed to enact domestic laws to implement the FATF Recommendations and to be assessed against
them. More than 120 assessments have been carried out against the June 2003 revised
Recommendations. FATF is currently engaged in another revision process of its standards. Based
on the continuous assessment of the scale and methods of money-laundering and terrorist financing,
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FATF offers 40 Recommendations and 9 Special Recommendations to comprehensively combat
money-laundering and terrorist financing.’ These Recommendations, while not legally enforceable,
have found nearly global acceptance, and FATF monitors compliance with the standards set by the
Recommendations in Member and non-Member States. These Recommendations are not designed
for a particular type of crime and are thus easily adaptable to combat the laundering of proceeds
derived from wildlife and forest offences. To assist countries in their efforts to assess and enhance
domestic anti-money-laundering laws, FATF, in partnership with international financial institutions
(the World Bank and the International Monetary Fund), has developed a detailed handbook on
anti-money-laundering and counter-terrorism financing evaluations and assessments.”’

A number of regional organizations have been set up to complement the work of FATF. These are
referred to as “FATF-style regional bodies”, and they include the Asia/Pacific Group on Money
Laundering, the Caribbean Financial Action Task Force, the Eastern and Southern Africa Anti-
Money Laundering Group, the Eurasian Group on Combating Money Laundering and Financing
of Terrorism, the Inter Governmental Action Group against Money Laundering in West Africa, the
Middle East and North Africa Financial Action Task Force, and the Financial Action Task Force of
South America against Money Laundering. The Gulf Cooperation Council, the Council of Europe,
the Economic Community of West African States and other regional organizations also have regional
initiatives, including treaties, with a focus on money-laundering.

Tool .26 FATF 40 Recommendations

« Is the country a member of FATE?
« Is the country a member of another regional anti-money-laundering group?

« Has the country undergone a mutual evaluation by its peers (in the context of FATF
or an FATF-style regional body)? If so, when was the assessment carried out and
what was its outcome? What deficiencies were identified and what steps have been
taken to remedy these deficiencies?

Reporting of suspicious transactions

Reporting requirements placed on financial institutions, especially on banks, are of particular impor-
tance in detecting the laundering of the proceeds of crime, including assets derived from wildlife
and forest crime. The FATF 40 Recommendations and many domestic laws that comply with the
international standards mandate that financial institutions exercise care in the conduct of financial
transactions, and require the reporting of suspicious transactions to designated government agencies
and to the relevant FIUs.”® Non-compliance with such reporting obligations may be punished in a
number of countries.”

% FATF, FATF Standards: 40 Recommendations (Paris, 20 June 2003, incorporating the amendments of 22 Oct 2004). Available from
www.fatf-gafi.org/dataoecd/7/40/34849567 PDF (accessed 30 Mar 2010); FATF, FATF Standards: FATF IX Special Recommendations
(Paris, 2003, incorporating the amendments of 22 Oct 2004). Available from www.fatf-gafi.org/dataoecd/8/17/34849466.pdf (accessed
20 May 2010).

7 FATF, AML/CTF Evaluations and Assessments: Handbook for Countries and Assessors (Paris, Organization for Economic Cooperation
and Development, 2009). Available at www.fatf-gafi.org/dataoecd/7/42/38896285.pdf (accessed 30 March 2010).

% FATF, FATF Standards: 40 Recommendations, Recommendations S, 7, 11, 12 and 13; See further, Bambang Setiono and Yunus Hussein,
“Fighting forest crime and promoting prudent banking for sustainable forest management: the anti-money-laundering approach”, CIFOR
Occasional Paper, No. 44 (Bogor, Indonesia, Center for International Forestry Research, 2005), pp. 15-17.

% Cf. FATF, FATF Standards: Forty Recommendations, Recommendation 17.
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Article 14, paragraph 1 (a), of the United Nations Convention against Corruption requires that States
Parties establish a regulatory and supervisory regime within their competence to prevent and detect
money-laundering activities. This regime must be comprehensive, but the precise nature and par-
ticular elements of the regime are left to the States, provided that they require, at a minimum, banks
and non-bank financial institutions to ensure:

o Effective customer identification;
o Accurate record-keeping;

« A mechanism for the reporting of suspicious transactions.

This means that reporting entities doing business with forestry or hunting companies should be
aware of the general scale of their client’s legitimate operations, and should be properly suspicious
when transactions are conducted that are inconsistent with the client’s normal, customary and legiti-
mate business operations. Thus, a logging enterprise depositing revenues from wood sales that are
far in excess of what would seem consistent with the company’s licensed harvest volume ought to
generate suspicion by a responsible bank.'®

FATF Recommendation 6 on politically exposed persons (PEPs) may be useful as it provides a
further mechanism for enhanced due diligence by financial institutions conducting transactions on
behalf of senior government officials, who may include wildlife and forestry officials. On this basis,
financial institutions should, in relation to PEPs and in addition to performing normal due diligence
measures:

« Have appropriate risk management systems to determine whether the customer is a PEP;

o Obtain senior management approval for establishing business relationships with such
customers;

o Take reasonable measures to establish the source of wealth and source of funds; and

« Conduct enhanced ongoing monitoring of the business relationship.

According to the interpretative note of this Recommendation, the requirements of Recommendation
6 should be extended to individuals holding “prominent public functions in their own country”.

Furthermore, under article 52, paragraph 1, of the United Nations Convention against Corruption,
States Parties are required to take the necessary measures, in accordance with their domestic law, to
oblige financial institutions within their jurisdiction:

o To verify the identity of customers;

« To take reasonable steps to determine the identity of beneficial owners of funds deposited into
high-value accounts; and

« To conduct an enhanced scrutiny of accounts sought or maintained by or on behalf of individu-
als who are, or have been, entrusted with prominent public functions and their family members
and close associates.

Such enhanced scrutiny must be reasonably designed to detect suspicious transactions for the pur-
pose of reporting to competent authorities and should not be so construed as to discourage or
prohibit financial institutions from doing business with any legitimate customer.

' Bambang Setiono and Yunus Hussein, “Fighting forest crime”, pp. 14-15.
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Moreover, in accordance with article 58 of the United Nations Convention against Corruption, States
Parties must cooperate with one another for the purpose of preventing and combating the transfer
of proceeds of offences established in accordance with the Convention and of promoting ways and
means of recovering such proceeds. To that end, article 58 requires States Parties to consider the
establishment of an FIU to serve as a national centre for the collection, analysis and dissemination
of reports of suspicious financial transactions to the competent authorities.

Tool .27 Reporting of suspicious transactions

« What customer due diligence measures do reporting institutes employ to establish
customer and beneficial owner identities?

« What reporting entities are covered in the country?

« Are reporting entities, including banks, required to report suspicious transactions?
Such an obligation applies to, inter alia, the following:

Proceeds of all offences that are required to be included as predicate offences under
Recommendation 1 of the FATF 40 Recommendations;

Funds suspected to be linked or related to terrorism purposes; and

All suspicious transactions, including attempted transactions, regardless of whether
the transaction involves tax matters.

 Has the country established an FIU?

o Does the FIU have, on a timely basis, access to financial, administrative and law
enforcement information to achieve its objectives in assessing the suspicious
transaction?

« Are the reporting entities required to report any suspicious transactions to the FIU?

« Does the FIU provide them with adequate guidance or instructions on reporting a
suspicious transaction? (See FATF Recommendations 13, 14 and 26.)

« Are enhanced customer due diligence measures in place for dealings with PEPs? If so,
are domestic or international PEPs covered?

« Does the country have policies and procedures in place to address the risks associat-
ed with non-face-to-face business relationships or transactions?

o Are measures in place to detect the physical cross-border transportation of currency
and bearer negotiable instruments, including a declaration system or other disclosure
obligation?

4.3 Other corruption-related offences

Corruption may occur prior to operation (granting permits, certificates, quotas or licences), during
operation (control of activity) and after operation (granting permits and licences for the export or
commercialization of products).'"

%" Debra J. Callister, “Corrupt and illegal activities in the forest sector”, p. 8.
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Corruption can involve low-ranking game wardens and forest officials who accept bribes and then
turn a blind eye to illegal wildlife and forest activities.'"” However, it can also reach the highest levels
of government officials who are involved in policy decisions and law-making in the wildlife and
forestry sectors. High-level or “grand” corruption is the most damaging form of corruption as it
causes significant financial losses and encourages petty corruption at the lower levels of govern-
ment.'” The Food and Agriculture Organization of the United Nations and the International Tropical
Timber Organization also note that, in some cases, corruption in the forestry sector may be an
intrinsic part of the patronage systems that sustain the power of a country’s ruling elite.'** Political
manipulation is a major issue in persistent illegal activities in the wildlife and forestry sectors, and
it often leads to a breakdown of law and order and hampers private and foreign investment in these
sectors.

Further encouraging corrupt behaviour is the fact that the risk of being caught is often low. Most
of the relevant crimes are committed far from public view, in remote regions where monitoring and
media scrutiny are low. Another generating factor is the absence of effective and dissuasive sanctions;
it has been observed that the penalties are commonly minimal compared with the potential returns.
Furthermore, a lack of transparency in public forest administration and other agencies, including
law enforcement authorities, unclear accountability structures and a lack of public disclosure of key
documents are all conducive to the flourishing of corrupt practices.

There are numerous ways in which bribes can be offered and paid in the wildlife and forestry sec-
tors, not only to government officials but also to commercial enterprises and individuals that exercise
control over areas such as industries and materials. Generally, corruption in the wildlife and forestry
sectors involves:

«  Payment of bribes to government officials or politicians for preferential treatment (for example,
the award of a procurement contract, a logging or hunting concession, or a subsidy);

«  Extortion by officials from operators to artificially legalize illegal operations (such as transporta-
tion permits, harvesting and hunting licences, forest land-use conversion);

«  Official decisions that favour certain groups (for instance, when allocating logging or hunting
concessions with the tacit understanding that the group will eventually repay the favour);

«  Hunting groups or timber companies evading national regulations with relative impunity, thanks
to the protection of powerful patrons;'* and

« Bribing Customs or other border control officials to ignore smuggling or facilitate trafficking.

While most, if not all, countries have laws that criminalize corruption and bribery, these laws are
not often an adequate deterrent because (a) they are rarely enforced, (b) prosecutions are not often
successful due to, among other things, difficulties in gathering adequate evidence and (c) penalties
are low. Elsewhere, domestic offences do not cover the bribery of foreign officials. As long as the
risk of being caught and sanctioned is low, those working in the wildlife and forestry sectors—in
official or private capacities—have little to lose from corruption.

19 See further Nalin Kishor and Richard Damania, “Crime and justice in the Garden of Eden: improving governance and reducing cor-
ruption in the forestry sector”, in The Many Faces of Corruption: Tracking Vulnerabilities at the Sector Level, . Edgardo Campos and Sanjay
Pradhan, eds. (Washington, DC, World Bank, 2007), pp. 89-99.

1% See further Debra J. Callister, “Corrupt and illegal activities in the forest sector”, pp. 9-10; Nalin Kishor and Richard Damania, “Crime
and justice in the Garden of Eden’, pp. 89-97.

1% FAO and ITI'O, Best Practices for Improving Law Compliance, p. 12; Cf. Esa Puustjarvi, Proposal for Typology of Illegal Logging, p. 24.
19 Ibid, p. 11; Nalin Kishor and Richard Damania, “Crime and justice in the Garden of Eden”, pp. 89-97.
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Article 15 of the United Nations Convention against Corruption defines bribery of national public
officials as follows:

(a) The promise, offering or giving, to a public official, directly or indirectly, of an undue
advantage, for the official himself or herself or another person or entity, in order that that official
act or refrain from acting in the exercise of his or her official duties.

(b) The solicitation or acceptance by a public official, directly or indirectly, of an undue
advantage, for the official himself or herself or another person or entity, in order that the official
act or refrain from acting in the exercise of his or her official duties.

Apart from the bribery of national public officials, this Convention sets out a comprehensive set of
other criminalization provisions to combat corruption more efficiently and effectively and to foster
international cooperation in this field."” The Convention requires that States Parties adopt legislation
and other measures to establish as criminal offences activities related to corruption. These could
then be used across all government sectors and be adapted to the unique characteristics of corrup-
tion in the wildlife and forestry sectors. These offences include:'"”’

« Bribery of foreign public officials and officials of public international organizations (article 16);
« Embezzlement, misappropriation or other diversion of property by a public official (article 17);
« Trading in influence (article 18);

« Abuse of functions (article 19);

« Illicit enrichment (article 20);

« Bribery in the private sector (article 21);

« Embezzlement of property in the private sector (article 22);

« Laundering of proceeds of crime (article 23);

« Concealment (article 24); and

«  Obstruction of justice (article 25).

Moreover, article 26, paragraph 1, of the Convention requires that States Parties adopt such measures
as may be necessary, consistent with their legal principles, to establish the liability of legal persons
for participation in the offences established in accordance with the Convention. States Parties are
required to include in their legislation the liability of legal entities, to the extent that this is consist-
ent with each State’s legal principles. Subject to these legal principles, the liability of legal persons
may be criminal, civil or administrative (article 26, paragraph 2), which is consistent with other
international initiatives that acknowledge and accommodate the diversity of approaches adopted by
different legal systems. Thus, there is no obligation to establish criminal liability, if this is inconsistent
with a State’s legal principles. In those cases, a form of civil or administrative liability will be sufficient
to meet the requirement. Article 26, paragraph 3, provides that this liability of legal entities must
be established without prejudice to the criminal liability of the natural persons who have committed
the offences. The liability of natural persons who perpetrated the acts is therefore in addition to any
corporate liability and must not be affected in any way by the latter. When an individual commits
crimes on behalf of a legal entity, it must be possible to prosecute and sanction them both. The
Convention requires States Parties to ensure that legal persons held liable in accordance with arti-
cle 26 are subject to effective, proportionate and dissuasive criminal or non-criminal sanctions,
including monetary sanctions (article 26, paragraph 4).

1% See further part one, section 1.3.
197 United Nations, Treaty Series, vol. 2349, No. 42146. Adopted on 31 October 2003, entered into force on 14 December 2005.
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To assist countries in their efforts to curb corruption across all sectors of society, the United Nations
Office on Drugs and Crime, in 2004, released The Global Programme against Corruption: UN Anti-
Corruption Toolkit. The Anti-Corruption Toolkit provides an inventory of measures for analysing the
nature and extent of corruption, for deterring, preventing, and combating corruption, and for
integrating the information and experience gained into successful national anti-corruption

strategies.'®®

Tool 1.28 is designed to identify and analyse general corruption offences under domestic criminal
law and specific corruption offences pertaining to the wildlife and forestry sectors (insofar as they
exist). Enforcement measures relating to corruption investigations, including measures to combat
the corruption of prosecution services and the judiciary, are explored in other parts of the present
Toolkit.'*”

Tool 1.28 Corruption and bribery offences

« Are the following activities criminalized pursuant to domestic law? If so, under which
laws are these activities criminalized (penal code, specific laws or other)? What types
of offenses are included, both objective and subjective (mens rea)?

Active and passive bribery, complicity in bribery offences and other forms of
corruption;

Embezzlement, misappropriation or other diversion of property by a public official;
Bribery of foreign public officials and officials in public international organizations;
Trading in influence;

Abuse of functions;

Illicit enrichment;

Bribery in the private sector; and

Obstruction of justice.

o Are there special offences pursuant to wildlife and forestry sector laws to criminalize
the following?

Payment of bribes to government officials and politicians for preferential treatment
(for example, to receive a timber concession, hunting permit or processing licence; or
to avoid reporting restrictions, overlook petty infringements, ignore illegal logging,
harvesting and poaching activities);

Payment of bribes to avoid prosecution or administrative intervention for non-com-
pliance with wildlife and forest laws and regulations;

Financial extortion by wildlife and forestry officials;

Favouritism (that is, favourable decisions by wildlife and forestry officials with the
tacit understanding that the favour will be returned, financially or otherwise);

1% UNODC, The Global Programme against Corruption: UN Anti-Corruption Toolkit, 3rd ed. (Vienna, 2004).
19 See further part two, section 9, and part three, section 1.5.
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Cronyism (that is, favourable decisions by wildlife and forestry officials for friends
and relatives); and

Manipulating bidding processes or leaking bidding information to preferred
contractors.

« Does liability for the offences cover intentionally, knowingly or negligently (without
due care) engaging in the prohibited conduct? Can the offences be committed with-
out proof of fault (strict liability)?

« Does liability for the offences extend to participation in, attempting to, conspiring to,
aiding, abetting, facilitating and counselling the commission of these offences?

o What are the penalties for these offences?

« Is the liability of legal persons for the relevant offences established domestically?
What is the nature of such liability?

« Has the country become a Party to the United Nations Convention against
Corruption?

4.4 Tax evasion and non-payment of duties and other fees

Tax evasion, and the non-payment of duties, tariffs and other fees are common phenomena that are
not unique to the wildlife and forestry sectors. Isolated instances of such activities may seem insig-
nificant and tolerable. However, when seen in context and in combination, the failure to pay the
relevant duties, taxes and fees deprives governments and local communities of important revenues
and can seriously undermine economic development. Unfair competition also poses a serious chal-
lenge to those operators that comply with the relevant laws and regulations and pay the relevant
fees as their products may be more expensive at wholesale and retail stages. Moreover, tax evasion
and the non-payment of fees are frequently linked to money-laundering and corruption, especially
when government officials are bribed to avoid the paying of fees.

Tool 1.29 Tax evasion and non-payment of fees

« Are the following activities punishable pursuant to domestic law? Are they punishable
as criminal or administrative offences? Pursuant to which laws are these crimes pun-
ishable (penal code, specific criminal laws, administrative laws or regulations, or
other)? What are the elements of these offences?

Declaring animal and plant material or products below market prices or value;

Overvaluing services received from related companies to reduce declared profits and
corporate income taxes;

Avoiding royalties and duties by underreporting or undervaluing animal and plant
material or products;

Non-payment of licence fees, royalties, taxes and other government charges relating
to activities in the wildlife and forestry sectors; and
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Concealing of profits and manipulating revenue flows for services to avoid duties and
taxes.

« What are the penalties for these offences?

4.5 Criminal organizations

Many forms of wildlife and forest crime are directly or indirectly associated with organized crime.
Some criminal organizations systematically engage in illegal activities in the wildlife and forestry
sectors and employ many assistants in their criminal undertakings. They frequently operate across
borders, giving rise to the term “transnational organized crime”.

The traditional extensions of criminal liability, such as inchoate offences and secondary liability,'*

are often ill-suited to criminally charge individuals in criminal organizations, especially those who
direct and lead criminal groups without physically executing any criminal offences. In the case of
larger syndicates, some individuals may make contributions to the group generally, and may well be
aware that the group regularly engages in criminal activities, but they have no specific knowledge
about individual offences. A person may, for instance, deliberately provide a criminal organization
with firearms, other equipment or funds, but may not be aware of the specific individual offences
these would be used for. Participants of this kind do not meet the threshold required for accessorial
liability.

In addition, conspiracy charges cannot be used against low ranking members of criminal organiza-
tions who are not privy to the conspiracy and are not involved in the planning of criminal activities.
Furthermore, some criminal organizations engage in a diverse range of illegal transactions that cannot
be tied together as a single common conspiracy. In some jurisdictions, it is difficult, if not impos-
sible, to target high ranking members of criminal organizations who mastermind and finance the
criminal activities, but who are not involved in executing their plans and thus do not engage in any

overt acts: leaders of organizations create a “corporate veil to insulate them from liability”'"

Typically, those at the higher end of the hierarchy will attempt to dissociate themselves from
direct participation in criminal activity, especially crimes which carry a high risk of arrest. As
these higher-echelon figures often receive much of their income from taxes, tribute, or dues
paid by their subordinates, they are effectively insulated from indictment.'"

To address these problems and widen the scope of criminal liability, the United Nations Convention
against Transnational Organized Crime sets out a separate offence for participating in an organized
criminal group. Article S, paragraph 1 (a) (ii), of the Convention attaches liability to deliberate,
purposeful contributions to criminal organizations. The application of this offence is significantly
broader than existing inchoate offences as it allows for the criminalization of persons who are more
remotely connected to criminal activities.

This offence described in article S, paragraph 1 (a) (ii), requires that an accused must have taken
“an active part in” certain activities of an organized criminal group.'® The participation has to be
“active” in the sense that it makes an actual contribution to the group’s activities and is not completely

119 Explored in part one, section 2.3.

"1 Christopher L. Blakesley, “The criminal justice system facing the challenge of organized crime” International Review of Penal Law,
vol. 69 (1999), p. 78.

12 Peter B.E. Hill, The Japanese Mafia: Yakuza, Law, and the State (Oxford, Oxford University Press, 2003), pp. 148-149. See further
Andreas Schloenhardt, Palermo in the Pacific, pp. 15-23.

13 Organized criminal group is defined in article 2, paragraph (a), of the United Nations Convention against Transnational Organized
Crime.
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unrelated to them. The participation of the accused may be (a) in the group’s criminal activities or
(b) in other, non-criminal activities if the accused knows that his/her contribution would contribute
to achieving a criminal aim."* Proof of membership or of any ongoing role in the organization is
not required for the activity to be considered an offence.

Pursuant to article S, paragraph 1 (a) (ii), liability is restricted to persons who intentionally partici-
pate in the above-mentioned activities and who have actual knowledge of the aims and activities or
the criminal intentions of the organized criminal group. This excludes from liability any person who
may unwittingly contribute to a criminal organization or who is recklessly indifferent about the
nature and activities of the group.' Article S, paragraph 2, facilitates the proof of the mental ele-
ments as the intention and knowledge required under article S, paragraph 1 (a) (ii), may be inferred
from objective factual circumstances.''

This legislation, which has found widespread acceptance among Parties to the Convention, covers
a great variety of criminal activities. This is a useful tool to target those who lead, direct, finance or
help in other capacities criminal organizations involved in wildlife and forest crime.

Tool 1.30 Participation in criminal organizations

« Does the country criminalize participation in a criminal organization or other organ-

ized criminal group? If so, under which legislation can this offence be found? What
are its elements?

« Does this offence extend to all serious offences? Are wildlife and forest offences con-
sidered serious offences pursuant to domestic law?

« Does this offence extend to those who lead, direct, finance or help in other capacities
criminal organizations?

« Does liability for this offence extend to attempting to, aiding, abetting, facilitating and
counselling the commission of this offence?

o What are the penalties for this offence?

5. Regional and specialized initiatives

In addition to the international frameworks and bilateral treaties discussed in part one, section 1 of
the Toolkit, there have emerged specialized initiatives that seek to tackle specific aspects of wildlife
and forest crime, or that focus on particular geographical areas.

1+ Roger S. Clark, “The United Nations Convention against Transnational Organized Crime” Wayne Law Review, vol. SO (2004),
pp- 161-172.

15 Parties are, however, at liberty to lower the mens rea requirement and expand liability to recklessness, negligence or even strict liability
without proof of a fault requirement (art. 34, para. 3); cf. David McClean, Transnational Organized Crime, p. 62.

16 See further Andreas Schloenhardt, Palermo in the Pacific, pp. 50-54.
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5.1 Forest Law Enforcement and Governance

Forest Law Enforcement and Governance (FLEG) processes are regional initiatives coordinated by
the World Bank and organized in cooperation with governments and consumer countries. The first
regional FLEG initiative was launched in South-East Asia in 2001, and similar processes have since
been developed in Africa, Europe, Latin America and North Asia.

The objectives of the FLEG processes are to improve governance in the forest sector and to foster
international dialogue and cooperation to fight illegal logging and trade between wood producer
and consumer countries by improving linkages and harmonizing regulations. Broadly speaking, the
FLEG processes emphasize support for developing an understanding between producing and con-
suming countries and for developing schemes designed to ensure that only legal timber enters the
markets of consumer countries. On the supply side, the FLEG processes address the underlying
causes of illegal logging and corruption. On the demand side, the processes recognize the respon-

sibility of consumer countries to place controls on imports and consumption.'” '

The regional FLEG processes have been widely recognized for mobilizing political commitment to
undertake remedial actions in the countries participating in the processes. They created partnerships
between various donors and development agencies sharing a common concern with improving forest
governance. This has led to country action by national governments, the private sector and civil
society, often with support from bilateral and multilateral donors. These actions are often integrated
into other national and regional development processes. The ministerial processes and global atten-
tion paid to forest sector legality has led to a situation in which FLEG issues are no longer seen as
a separate item but are embedded as integral parts of sustainable forest management.

The FLEG Declarations are “soft legislation”, that is, aspirational policy declarations. However, several
countries have introduced national legislation to address the issue. In consumer countries, the best
known examples are the revised Lacey Act in the United States in 2008 and the European Union’s
FLEGT Action Plan, which ultimately led to European Union legislation in 2010 and binding agree-
ments with producer countries.

All FLEG processes define priority issues of forest law enforcement and governance and a list of
actions to address both illegal logging and illegal timber trade throughout the respective regions.'”
In summary, the FLEG processes have led to a number of concrete, albeit nascent, outcomes,
including:

o Multi-stakeholder technical meetings where experiences with FLEG issues are shared;

o Intergovernmental negotiations for the drafting of a ministerial declaration and action plan to
improve forest governance and combat illegal logging and associated trade; and

o Other regional stakeholder meetings both prior to and as a follow-up to the ministerial
declarations."*

A number of governments of countries with an important role in the forest products production
and marketing chain are still only marginally committed to addressing this issue. A portion of the
industries operating in the countries affected by illegal logging and other forest crime export prod-
ucts to less environmentally sensitive markets or they are used for domestic consumption. Much
more needs to be done to fully capitalize on the opportunities available under FLEG."!

117 European Forest Institute, FLEGT Team, Forest Law Enforcement, Governance and Trade; and Nalin Kishor and Richard Damania,
“Crime and justice in the Garden of Eden’, pp. 89-107.

118 See part four of the Toolkit for further information.

"' FAO and ITT'O, Best Practices for Improving Law Compliance, pp. 69 and 106.

120 World Bank, “Strengthening forest law enforcement and governance”, p. 19.

21 Tbid,, p. 20.
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South-East Asia

The first regional FLEG process was launched in South-East Asia with the Forest Law Enforcement
and Governance East Asia Ministerial Conference, held in Bali, Indonesia, from 11 to 13 September
2001. This Conference resulted in a Ministerial Declaration that pledges to fight forest crime by
strengthening bilateral, regional and multilateral collaboration. The Declaration broke the traditional
reticence to discuss the problems of illegal logging and trade. The programme of regional and nation-
al activities represents an innovative, comprehensive and integrated effort to tackle illegal logging
and trade practices.'”?

The Declaration expresses, inter alia, the need to:

o Take immediate action to intensify national efforts, and to strengthen bilateral, regional and
multilateral collaboration to address violations of forest law and forest crime, in particular illegal
logging, associated illegal trade and corruption, and their negative effects on the rule of law;

« Develop mechanisms for effective exchange of experience and information;

« Undertake actions, including cooperation among law enforcement authorities within and among
countries, to prevent the movement of illegal timber; and

« Explore ways in which the export and import of illegally harvested timber can be eliminated,
including the possibility of a prior notification system for commercially traded timber.

The indicative list of actions for the implementation of the Declaration further recommends the
development of harmonized Customs commodity codes, protocols for sharing export/import data,
and prior notification systems.

In 2002, the Regional Task Force and Advisory Group proceeded to analyse concrete ways to give
operational meaning to the Ministerial Declaration.

The Bali Declaration and the follow-up discussions it spawned have led to agreements on the specific
national and regional efforts needed to address forest threats. The Association of Southeast Asian
Nations (ASEAN) has established regional bodies and work programmes to implement the
Declaration. While progress in the field has been slow in some cases, this clearly demonstrates
regional ownership. In addition, several bilateral agreements have been signed to address the issues.'”
In May 2011, Indonesia signed a VPA with the European Union, and negotiations or pre-negotiation
technical work is ongoing with a number of countries in the region.

Africa

The Africa Forest Law Enforcement and Governance Ministerial Conference took place in October
2003 in Yaoundé, Cameroon, and resulted in the Africa Forest Law Enforcement and Governance
Declaration and Action Plan. In the Declaration, governments pledged to mobilize financial resourc-
es for FLEG, promote cooperation between law enforcement agencies within and among countries,
involve stakeholders in decision-making, and explore means of demonstrating the legality and sus-
tainability of forest products. The Africa Forest Law Enforcement and Governance Support Group
of active producer, consumer and donor governments was established in May 2004, with the purpose
of maintaining momentum for action to implement the Declaration, especially through national-level

122 FAO and ITT'O, Best Practices for Improving Law Compliance, p. 106.

' One example is an MOU between Indonesia and the United Kingdom to improve FLEG and combat illegal logging and international
trade in illegally logged timber. Other examples are MOUs between Indonesia and Japan, between Indonesia and Malaysia, and between
Indonesia and China, with similar objectives.
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action plans.* However, since then, most action has taken place at the national or subregional level
(for example, in the Congo Basin).

The first countries to sign VPAs with the European Union were in Africa (Cameroon, the Central
African Republic, the Congo, Ghana and Liberia).

Latin America

In 2008, the World Bank, in collaboration with the European Union, initiated a similar FLEG process
in Latin America. However, the process in this region did not lead to a ministerial declaration as it
did in other regions. In Latin America, most FLEG work has been done through national action
(for example, in Brazil) or with the support of international organizations at both the country and
subregional levels, particularly in Central America. CITES has been active in the region due to the
importance of the sustainable management of mahogany and its role in international trade.

Europe and North Asia

Concerned about rampant illegal logging, the Russian Federation announced in May 2004 its interest
in initiating a FLEG process for Europe and North Asia in collaboration with regional partners. An
international steering committee was established to provide advisory inputs to the process. A pre-
paratory conference on FLEG was held in June 2005, and a ministerial conference was held in
November of that year.'”®

Much of the implementation of FLEG in Europe and North Asia has been supported by the European
Union through a collaborative arrangement with national Governments and other stakeholders, the
World Bank, the International Union for Conservation of Nature and the World Wildlife Fund.

Tool 1.31 Regional FLEG processes

« Does the country participate in any of the regional FLEG processes?

» Have declarations and other resolutions by the regional FLEG processes been taken
into account in domestic policies, laws, regulations and so forth?

5.2 Wildlife enforcement networks

A number of regional wildlife enforcement networks have emerged to facilitate cross-border coop-
eration among agencies involved in preventing and suppressing wildlife crime. These include the
North American Wildlife Enforcement Group and the European Union Wildlife Trade Enforcement
Group.

In South-East Asia, the ASEAN Wildlife Enforcement Network coordinates the regional response
to illegal trade in protected species, which threatens biodiversity, endangers public health and under-
mines economic well-being. It provides a mechanism by which countries can share information and
learn best practices from each other. Through annual meetings, workshops and training sessions, the
ASEAN Wildlife Enforcement Network facilitates increased capacity and the better coordination

** FAO and ITTO, Best Practices for Improving Law Compliance, p. 106; Nalin Kishor and Richard Damania, “Crime and justice in the
Garden of Eden’, pp. 89-108.
12 Nalin Kishor and Richard Damania, “Crime and justice in the Garden of Eden”, pp. 89-108.
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and collaboration of law enforcement agencies among South-East Asian countries, regionally and
globally. Links with CITES offices, INTERPOL, the United States Fish and Wildlife Service, the
United States Department of Justice and other wildlife law enforcement groups have broadened the
Network's reach.'*

The South Asia Wildlife Enforcement Network was formally launched in January 2011. A network
for Arabic-speaking countries is under construction, as is one for Central America.

The Lusaka Agreement on Co-operative Enforcement Operations Directed at Illegal Trade in Wild
Fauna and Flora is intended to encourage and facilitate wildlife law enforcement in Africa. It cur-
rently has six signatory Parties, primarily in East Africa. The Agreement has a task force of officers

seconded by Parties, which is based in Nairobi.'”’

Tool 1.32 Regional wildlife enforcement networks

« Does the country participate in any of the regional wildlife enforcement networks?

« Have the declarations and best practice guidelines developed by regional wildlife
enforcement networks been integrated into domestic policies, laws, regulations,
administrative procedures and so forth?

5.3 Certification systems and schemes, and private and
voluntary standards

The forestry sector in particular has several private and voluntary standards that are used to dem-
onstrate to consumers of wood products that the product is of legal origin or is produced in a
sustainable way. The best known schemes are voluntary sustainability standards, such as the Forest
Stewardship Council or the Programme for the Endorsement of Forest Certification, which are
international umbrella organizations that have endorsed certification schemes for sustainable forest
management.'®

Certification systems help to identify, document and prove the sustainability of the certified forest
products. Certified forests are considered to be sustainably managed, and consequently, environmental,
social and economic values are maintained.'” According to the World Wildlife Fund and World Bank
Global Forest Alliance, certification and accreditation has to be in compliance with international frame-
works and compatible with global applicable principles that balance economic and ecological dimen-
sions. Additionally, major stakeholder groups should participate in governance and standard setting,
which has to be based on objective and measurable performance standards that are adapted to local
conditions. To ensure support from local communities and main stakeholders, certification and accredi-
tation procedures need to be transparent and disclosed to the public.'®

Sustainable forest management standards are aimed at a level higher than what is required by legisla-
tion by introducing elements to verify social and environmental sustainability. Other sets of stand-
ards deal with the legality of wood and wood products. There are also different levels of compliance

26 For further information visit www.asean-wen.org (accessed 1 Apr 2010).

Further information can be obtained from the task force’s website: www.lusakaagreement.org/.

For more information, see www.pefc.org/ and www.fsc.org/.

The website of the Forest Stewardship Council can be visited at www.fscus.org/.

13 WWF and World Bank Global Forest Alliance, Forest Certification Assessment Guide (FCAG): A Framework for Assessing Credible Forest
Certification Systems/Schemes (2006), p. iii.

27

128

129
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ranging from verified legal origin to more extensive legality verification. The Rainforest Alliance, a
provider of forest-related verification services, defines the concepts as follows:

Verification of Legal Origin

The Verification of Legal Origin verifies that timber comes from a source that has a documented
legal right to be harvested, pursuant to the laws and regulations of the government of the jurisdic-
tion. Suppliers of such timber must follow and maintain documented chain-of-custody systems.

Verification of Legal Compliance

Verification of Legal Compliance expands upon the basic component of the Verification of Legal
Origin by verifying that timber harvesting complies with a broader range of applicable and relevant
laws and regulations related to forestry.

It is important to recognize that “legal origin” is not the same as “legal compliance” Legal origin
refers to meeting the administrative requirements of permitting, planning, taxes or fees, and harvest-
ing in defined areas. Legal compliance encompasses a broader range of laws on environmental pro-
tection, wildlife, water and soil conservation, harvesting codes and practices, worker health and
safety, and fairness to communities.”"'

In recent years, there has been a proliferation of public and private initiatives to improve and verify
the sustainability or legality—or both—of forest production. A recent mapping by the Dutch NGO
Tropenbos found 127 different initiatives launched by the public or private sector or by NGOs. Their
number has grown exponentially in the past 10 years; in 2000, there were less than 40 schemes.'**

Tool 1.33 Certification systems and schemes, and

% private and voluntary standards

« Does the country have national sustainable forest management standards endorsed by
the Forest Stewardship Council or the Programme for the Endorsement of Forest
Certification?

« Do all major stakeholder groups participate in governance and standard setting?
« Do certification systems cause unnecessary obstacles to trade?

o Are standards adapted to local conditions? Are they based on objective and measura-
ble performance?

« Are procedures and decision-making processes transparent and reported to the
public?
o Do complaint and appeal mechanisms exist?

o Is there adequate national certification capacity to implement sustainable forest man-
agement certification?

o Are voluntary and private standards known and widely applied?

131 See www.rainforest-alliance.org/forestry/verification/legal (accessed on 15 July 2011).

132 Jinke Van Dam and Herman Savenije, Enhancing the Trade in Legally Produced Timber: A Guide to Initiatives (Wageningen, Netherland,
Tropenbos International, 2001).
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Enforcement

Law enforcement can be one of the main tools to reduce wildlife and forest crime. Enforcement
involves any government action or intervention taken to determine or respond to non-compliance.
It is the most immediate and often the most visible way to suppress wildlife and forest crime. It
influences the costs to perpetrators through the probability of being caught, the probability of con-
viction and the sanctions that apply if convicted. Accordingly, well-regarded and highly skilled police,
wildlife and forestry enforcement, and border control services are prerequisites for the proper func-
tioning and positive perception of justice.'**

The enforcement of natural resource law is best understood as an extension and integral part of
resource management. Therefore, all those involved in resource management—from the setting of
management objectives for specific resource systems, to the conduct of resource assessments and
inventories, to the design and support of regeneration systems and habitat restoration works, and
to the specific investigation and pursuit of criminal violators—are components of an enforcement
system. The specific roles and responsibilities of the many actors vary among different systems of
public administration and they can be structured in many different ways to take into consideration
local needs and circumstance. However, the underlying continuity and inclusiveness of the enforce-
ment system need to be recognized.

Wildlife and forest crime often involves complex offences comprising a multitude of criminal ele-
ments, with incidents frequently crossing national borders. This can make appropriate and effective
enforcement challenging. Investigating wildlife and forest crime involves different proactive, disrup-
tive and reactive investigation methods. These are time- and resource-intensive processes that often
require domestic and international cooperation among different agencies, as well as parallel financial
(and sometimes environmental) investigations.

Approaches to law enforcement vary greatly among different jurisdictions. Policing the wildlife and
forestry sectors frequently involves a myriad of agencies with different mandates, objectives, powers,
investigative techniques and procedures. In some jurisdictions, law enforcement is highly centralized,
while in other places it may be decentralized and involve local communities. The way in which law
enforcement in these sectors is delivered depends on a host of variables, including the prevailing
political, economic and cultural doctrines, as well as the social infrastructure and local tradition.'**
Law enforcement mechanisms based upon national custom or culture, or on alternative social hier-
archies, may also be present, especially where a lack of faith in the fairness and efliciency of the

official system is prevalent.'*

1. Enforcement agencies

The role policing agencies play in the enforcement of wildlife and forest laws and regulations requires
analysis and understanding if better practices and policies are to be developed. Before such analysis
is possible, it is necessary to identify the role and responsibility of different stakeholders, both nation-
ally and locally."* Therefore, the first step in analysing law enforcement capacities in relation to
wildlife and forest crime involves an understanding of law enforcement macro-structures. It is

'3 UNODC, “Public safety and police service delivery”, in Criminal Justice Assessment Toolkit.

134 Tbid.
135 Tbid.
% Kevin Tomkins, “Police law enforcement and the environment”, Current Issues in Criminal Justice, vol. 16, No. 3 (March 2005), p. 294.
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important to bring clarity to the “who is who” and “who does what” in wildlife and forest law
enforcement as doubts about who has authority to enforce the relevant laws may lead to difficulties,
discrepancies or duplication."’

Wildlife and forest crime is a phenomenon that usually involves a variety of government sectors.
Accordingly, in most jurisdictions, there is more than one entity with responsibility for enforcing
the many aspects of the relevant wildlife, forest, Customs and other criminal laws. There are often
several national agencies, organizations or institutions and regional or local agencies offering either
complementary or similar coverage. Even in jurisdictions with a single national police force, there
are likely to be additional law enforcement organizations with either highly specialized skills or with
specific functions, such as wildlife and forest enforcement units, Customs, border police and so

forth.

In some jurisdictions, wildlife, forestry and Customs officials may have no enforcement power under
criminal law at all, and must hand suspects and contraband over to the police as soon as they are
apprehended. By contrast, in other countries, Customs officials are authorized to exercise the powers
of police, or vice versa. There may also be a mixture of public and private policing services, where

private companies franchise certain functions from the State."*®

Jurisdictions with federal structures often have multiple layers of law enforcement, with a single
federal law enforcement agency that complements local, provincial or State police forces. Federal/
national police forces are generally authorized to address criminal issues of national concern or those
with inter-State implications. Import and export offences, including those involving wildlife and
plants (dead or alive), also usually fall into this category. However, the terms of reference and man-
date for the different jurisdictions and areas of competence involved may not always be as clear as
they should be, and there is potential for a clash between local and federal approaches.'®

P Tool 1.1 Law enforcement structures
O,

« How is law enforcement structured nationally?
« Which agencies have responsibility for national, state/provincial and local policing?

« Are there any inter-agency task forces or other agencies that work on environmental
or related offences?

« Which government ministries are involved in law enforcement?

1.1 Enforcement mandates

Once the macrostructures of law enforcement have been identified, it is necessary to explore the
various agencies charged with combating the relevant wildlife, forest, Customs and other criminal

offences.'*

In some jurisdictions, the general police force may be responsible for investigating wild-
life and forest offences. Elsewhere, forestry, agriculture or treasury departments, Customs, coast
guards or environmental agencies may carry out this function. The enforcement of legislation estab-

lished in accordance with the Convention on International Trade in Endangered Species of Wild

37

Cyrille de Klemm, “Guidelines for legislation to implement CITES”, p. 10.
3% UNODC, “Public safety and police service delivery”, in Criminal Justice Assessment Toolkit.
139 Ibid.
140 Cf. Ibid.
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Fauna and Flora (CITES) is sometimes vested in Customs services and, elsewhere, in other special-
ized agencies."*" In some jurisdictions, the enforcement mandate is determined by the seriousness
of the offence, so that the police force is tasked with the investigation of (serious) crimes, while
wildlife and forestry officials handle (less serious) misdemeanours. It may also be the case that
enforcement functions are delegated or outsourced to private security firms.'*

General police agencies are constrained by limited budgets and may not be able to adequately pri-
oritize the investigation of wildlife and forest offences vis-a-vis, for instance, homicide or other
violent crime."*® As a general point, the presence of specialized wildlife and forest crime enforcement
units is crucial to ensure that wildlife and forest offence investigations receive levels of attention
similar to those of mainstream criminal investigations. Creating specialist teams of enforcement
personnel also allows for the pooling of resources and expertise into small units rather than attempt-
ing to achieve a broad and general level of enforcement across the country.

In this context, the CITES Secretariat also encourages the creation of specialized, multiagency wild-
life law enforcement units to combat illegal trade in CITES-listed species,'** a view that is supported
by many experts and scholars in this field.'"* To that end, CITES offers “guidance for specialized
wildlife law enforcement units”'* In some countries, primary responsibility for the enforcement of
CITES has been assigned to the CITES Management Authority itself.'*

“ Tool 1.2 Enforcement mandates
~ O

« Which organizations, agencies or bodies are involved in investigating wildlife and for-
est offences? Is the jurisdiction of each agency clear or is there disjuncture?

« What are the duties and responsibilities of each agency? Are the duties of the rele-
vant agencies clearly defined and understood by their staff and the agencies with
which they interact? Do these agencies have adequate authority or discretion to prop-
erly undertake their functions?

« Are the agencies part of one government ministry or several? Which ministries are
involved?

« How are the agencies financed? Are the budgets they receive sufficient to carry out
their functions?

« Who has control over these agencies? Who examines their function?

« If specialized agencies or departments exist, are they made up of individuals from a
number of different agencies?

41 Cf. Andreas Schloenhardt, “The illegal trade in timber”, p. 22.

' UNODC, “Public safety and police service delivery”, in Criminal Justice Assessment Toolkit.

!4 Adrian Linacre, “Nature of wildlife crimes, their investigations and scientific processes”, in Forensic Science in Wildlife Investigations,
Adrian Linacre, ed. (Boca Raton, Florida, CRC Press, 2009), pp. 1-2.

'# CITES Secretariat, “Notification to the Parties concerning: CITES Tiger Enforcement Task Force”, Notification, No. 2001/047
(9 July 2001).

!4 Jonathan P. Kazmar, “The international illegal plant and wildlife trade: biological genocide?” University of California Davis Journal of
International Law and Policy (Winter 2000), pp. 105-125; Sara Oldfield, ed., The Trade in Wildlife: Regulation for Conservation (London,
Earthscan Publications, 2003), p. xxi.

14 CITES Secretariat, “Notification to the Parties”, CITES Resolution Conf. 12.5 (Rev. CoP 15), annex 3.

147 Cyrille de Klemm, “Guidelines for legislation to implement CITES”, p. 61.
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« Are there agencies dedicated exclusively to wildlife and forest crime, including the
enforcement of CITES, or do they also have responsibilities for other types of crime
(for example, illegal drugs, organized crime or money-laundering), or non-tariff
commodities?

« Are there any unofficial or private groups or organizations involved in delivering a
policing role in the wildlife and forestry sectors? If so, what do they do? How are
they perceived by official policing agencies? To whom are they accountable?

In countries with a federal system, additional questions may arise about how state/provincial and
local investigators cooperate with federal law enforcement officers. Are there clear agreements or
protocols that define the respective jurisdictions? How often do they combine their investigations?
Who has precedence? How often do national-level investigators take over investigations that began
at the local level2'*

Generally, the mandate for policing is set out in legislation or ordinances that assign the enforcement
of certain laws to the relevant agencies. For example, a Customs statute may empower border and
Customs administration, the department of homeland security or similar agency with enforcing

actions against border offences.'*

“ Tool 1.3 Legislation for enforcement mandates
@

« Is there legislation assigning the responsibilities of policing wildlife, forest and related
crimes to specific agencies?

« Does the legislation assign and distinguish between the roles of different agencies in
delivering policing?

There are significant variations in the ways in which criminal or administrative investigations can be
instigated. In some systems, only prosecutors or investigating judges can launch, manage and oversee
investigations, while in other systems police officers or other enforcement authorities have the power
to do so. If border, Customs, wildlife and forest offences are concerned, agencies outside the tradi-
139 In some countries, these

stipulated duties may not exist or may not be endorsed by the government, depending on the politi-
151

tional criminal justice sphere may have special investigative authority.

cal and social context of the country.

148 UNODC, “Crime investigation”, in Criminal Justice Assessment Toolkit.
¥ UNODC, “Public safety and police service delivery”, in Criminal Justice Assessment Toolkit.
3% UNODC, “Crime investigation”, in Criminal Justice Assessment Toolkit.
'31 UNODC, “Public safety and police service delivery”, in Criminal Justice Assessment Toolkit.
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@+« Tool .4 Management of investigations
@
v « Who is responsible for managing a criminal investigation involving wildlife and forest

offences: a prosecutor, investigating judge, police officer, wildlife or forestry agency,
or a border control or Customs agency?

« Who is responsible for managing investigations involving Customs, import/export
and border control offences?

« Who is responsible for managing investigations of CITES offences?

« Is the responsibility for managing an investigation unambiguous so as to ensure a
coordinated investigation and avoid the loss of evidence?

« Are the results of investigations, prosecutions and court decisions shared among the
relevant enforcement agencies, in particular the agencies that handed over the case in
question?

CITES Management Authority

An important element of the CITES framework is the creation or identification of national agencies
charged with the administration and execution of CITES obligations. Specifically, the Convention
requires that, at the time of accession to CITES, Parties identify the relevant agencies (CITES arti-
cle IX). This information is then made available to the Secretariat and to all other Parties, thus creat-
ing a directory.

Article IX, paragraph 1 (a), specifies that each Party to the Convention is required to designate a
domestic agency mandated with the management of CITES. Its responsibilities include:
« The authorization and issuing of permits and certificates of approval;

« The communication of information to other Parties and the CITES Secretariat; and

« The reporting on CITES compliance matters.

The way in which the Management and Scientific Authorities are designed and designated is left to
the discretion of the individual Party. In most countries, they have been appointed by a simple
administrative decision, while some countries have established these authorities through legislation.'s*
In some countries, the CITES Management Authority is also charged with the enforcement of law
and regulations relating to species protection, but in most countries, CITES enforcement remains
within the jurisdiction of Customs services. Elsewhere, other wildlife and forestry agencies carry
out the CITES management functions.

132 See further Cyrille de Klemm, “Guidelines for legislation to implement CITES”, pp. 22-24.



72 WILDLIFE AND FOREST CRIME ANALYTIC TOOLKIT

Tool 11.5 CITES Management Authority

« Which national agency is the designated CITES Management Authority (if the
country is a Party to CITES)?

« Does the CITES Management Authority have enforcement functions? If not, which
agency is charged with enforcing CITES obligations?

« How does the CITES Management Authority operate with other enforcement
agencies and ministries?

1.2 Community policing

Community policing has emerged in recent years as an effective and productive strategy for enforc-
ing law at the local level. Especially in the wildlife and forestry sectors, some government agencies
deploy local rangers, guards and other officers to patrol game reserves, monitor logging activities,
and ensure compliance with the relevant laws and regulations. Some countries have instituted “bush
watch” schemes, similar to Neighbourhood Watch programmes, designed to prevent wildlife theft
and to protect native fauna and flora.'s?

One of the characteristics of community policing is the use of decentralized decision-making. This
engages and employs the community and community structures in a partnership approach to diag-
nose, identify, respond to and solve the problems of wildlife and forest offences affecting the local
area. Community policing is reliant on an effective working relationship between law enforcement
agencies and the community. Establishing partnerships among wildlife and forest law enforcement
agencies, civil society and the private sector to monitor compliance directly and indirectly may help
to limit the arbitrary or capricious use of powers and increase transparency. A close relationship
between agencies and the community can also foster better information sharing and intelligence
gathering, and can facilitate the investigation of crime. Law enforcement structures may require
adaptation to become more consultative and inclusive to ensure that close relationship.'**

As a strategy to prevent and suppress wildlife and forest offences, community policing is not a
universal panacea. However, it may be particularly useful at points of origin where the local com-
munity is affected by or involved in the wildlife and forestry industries, such as nature and game
reserves, and in areas with commercial logging and hunting activities. In these places, community
policing helps to eliminate misunderstandings, suspicion and conflict among industry, law enforce-

ment officers and the communities in which they operate.'s

19 See further Kevin Tomkins, “Police law enforcement and the environment”, pp. 294-302.

5% See further FAO and ITT'O, Best Practices for Improving Law Compliance, p. 60; Jacqueline M. Drew and Lorraine Mazerolle, “Eras of
policing’, in Policing in Context, Roderic Broadhurst and Sara E. Davies, eds. (Melbourne, Oxford University Press, 2008), pp. 32-41.

15 UNODC, “Public safety and police service delivery”, in Criminal Justice Assessment Toolkit.
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@7+« Tool I.6 Community policing
@
w « Is there a community policing strategy related to wildlife and forest offences? If so,

what is included in it? Are local priorities and performance measures set?

o Are there formally defined mechanisms in place by which the public, or their repre-
sentatives, are consulted on local policing issues? How often does this happen and
under which circumstances? Who is involved? What are the outcomes of such
consultations?

« How is community policing perceived by other criminal justice agencies and the
public?

1.3 Partnerships

The investigation of wildlife and forest offences is a challenge for a whole community and is not
limited to law enforcement agencies. It usually involves a great variety of government departments,
private industry and civil society organizations, each of which helps to bring an additional dimension
to the response. Accordingly, dealing with wildlife and forest offences in isolation, especially without
the buy-in of enforcement agencies such as police and Customs, affects the ability to efficiently
address the causes and consequences of this phenomenon.

It is crucial that key stakeholders consult one another and build partnerships to combat wildlife and
forest offences effectively. An environment should be created where seizures and arrests for wildlife
and forest offences do not end in themselves but are linked to the wider fight against serious crimi-
nality. This requires close collaboration between wildlife and forestry officials and the wider law
enforcement community dealing with both criminal intelligence and the criminal justice system as
a whole.

Collaboration among various agencies—often with conflicting or opposing mandates and objec-
tives—is not always easy. Organizations and agencies are sometimes reluctant to help law enforce-
ment because of concerns that they may alienate their constituents, because their priorities may be
different, because sufficient resources may not be available or because there are legal constraints (for
instance, in the case of classified information and data protection).!s

Consultation and partnership building can occur at various levels and may be formalized in memo-
randums of understanding (MOUs) or committees. They may also be ad hoc and informal, based
on changing needs and developments. In some jurisdictions, interdepartmental committees have
been set up to coordinate control and enforcement measures across government sectors. Elsewhere,
regular meetings between government and industry representatives take place to consider commer-
cial and other economic interests in enhancing law enforcement. Some communities organize local
events that bring together concerned individuals, community groups, local administrators and rep-
resentatives of central authorities to consult with law enforcement agencies about the best ways to
prevent and suppress local wildlife and forest offences.

15 UNODC, “Crime investigation”, in Criminal Justice Assessment Toolkit.



74 WILDLIFE AND FOREST CRIME ANALYTIC TOOLKIT

Tool II.7 Partnerships
Qs
(J
« What partnerships to prevent and suppress wildlife and forest offences currently exist
(a) among law enforcement agencies and (b) between enforcement agencies and
other public service departments?

« Are there mechanisms in place to enable and facilitate cooperation among wildlife
and forestry administration, law enforcement officers, prosecutors’ offices and judicial
entities?

o Are there partnerships with other formal groupings in the public, private or non-
governmental sector?

« How do these partnerships work in practice? Are there written protocols, MOUs,
committees and so forth? Does collaboration operate without undue delay?

o Are there concerns that the relevant units or individuals are getting too close to cer-
tain industries or interest groups? Is there any suggestion that such partnerships cre-
ate unequal service delivery, that is, are there fears of favouritism?

« Are resources shared in partnership arrangements? Are joint operations undertaken?

« Are there public-private partnerships that provide financial, logistical or other support
for the suppression of wildlife and forest offences?

« Are there legal provisions permitting cross-deputation?
« Can joint task forces be convened?

« Does the military play any role in law enforcement in the wildlife and forestry
sectors?

2. Human resources

Adequate training and staffing levels are essential to control and curtail wildlife and forest offences.
A lack of law enforcement personnel and the poor training of staff may result in many wildlife and
forest offences going unnoticed, with offenders evading detection and arrest. Furthermore, salaries
must be commensurate with the workload and responsibilities of enforcement officers. Recruitment
processes need to be fair and transparent in order to prevent corruption and nepotism and to ensure
that staff feel responsible and motivated.

2.1 Staffing

In many countries, agencies charged with enforcing wildlife and forest laws lack the human resources
to fulfil their diverse duties. In other countries, the relevant agencies suffer from severe staff short-
ages; posts remain unfilled for years, and salaries and allowances may be months overdue. In some
cases, agencies are purposely underfunded so that they fail in undertaking their tasks and
functions.
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An assessment of enforcement capacities requires a basic stocktaking of the human resources avail-
able to police wildlife and forest offences. This involves identifying staffing levels, locations and
hierarchies.'s’

"\ Tool II.8 Staffing levels
(J
« How many individuals work in the units charged with enforcing wildlife and forest
laws? Are staft drawn from multiple agencies or are they recruited independently?

« Are agencies sufficiently staffed? Do staff receive appropriated training?

« Do the police units tasked with enforcing wildlife and forest laws have a full comple-
ment of staff? If not, what reason is given for this?

 Within the relevant units, what proportion of enforcement officers is in supervisory
or management ranks? What is the ratio of officers with less than two years of service
to those with more than two or more years of service? How long on average do offic-
ers stay in the relevant units?

« Within the relevant units, what proportion of staff is full-time/part-time, administra-
tive/investigative?

o Are enforcement officers deployed strategically in important locations such as game
and forest reserves, national parks, ports, border crossings and so forth? Is there an
appropriate balance between staff working in the field and those working in central
offices?

« Is there a tenure system in which staff are moved to different departments or agencies
after a set period of time?

« Is there provision for drawing upon other agencies to supplement staff needs for
operational requirements or during times of shortages?

« Are there funds to travel, hire experts and purchase equipment (such as vehicles,
radios and electronic surveillance equipment)?

Salaries and benefits

The salaries and other entitlements of enforcement officers need to be reflective of their seniority,
responsibilities, education and experience. Inadequate salaries, or the failure to pay salaries regularly,
may reduce staff motivation. If pay is low, especially in relation to the crucial duties that law enforce-
ment officers perform, the likelihood of corruption increases. While reforms such as salary increases
can be costly, public officials in all the relevant agencies must be assured of an adequate standard
of living, and their status and salary levels should be commensurate with their workloads, functions

and levels of responsibility.'*®

Associated with salaries and benefits are issues of parity. Few of the forest guards, game wardens,
game scouts, wildlife wardens and others working in wildlife and forest law enforcement enjoy parity

7 UNODC, “Public safety and police service delivery”, in Criminal Justice Assessment Toolkit.
%8 UNODC, The Global Programme against Corruption, p. 245.
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with their counterparts in agencies such as Customs and the police. This applies in relation to pay
but also in relation to authority and powers provided in domestic legislation, training and equipment.
Wildlife and forestry officials are often regarded as “second class” enforcement officers by their
counterparts. This regularly makes it difficult for wildlife and forest law enforcement agencies and
officers to obtain support from their counterparts and it restricts their ability to engage in multia-
gency operations. This lack of parity flows into the wider community, so that wildlife and forestry
officials may lack the respect of the general public. It may also contribute to their presenting an
image of limited deterrence to criminals.

Some countries operate reward schemes for enforcement officers as incentives for apprehensions
and seizures relating to wildlife and forest offences. These schemes have the potential to raise detec-
tion rates for wildlife and forest offences and may also dilute the influence of corruption. They may
be problematic, however, as they may create the risk of evidence being planted and some suspects
being unduly targeted.'s®

Tool 11.9 Salaries and benefits

MO
U « What is the salary structure for law enforcement officers and other staff? What is the

average salary, including overtime, for each level? How does this compare to the
national average wage? How does it compare to those of other official enforcement
agencies?

« Are salary levels adequate or do enforcement officers engage in additional employ-
ment or private enterprise to supplement their income?

o Are salary levels commensurate with the responsibilities and risks involved?

« Do wildlife, forestry and police officers and other staff receive their pay? Do they
receive it on time?

o What is the expected workload for wildlife, forestry, and police officers and unsworn
staff in the relevant units?

« Do reward schemes for seizures and arrests exist? How do they operate?

2.2 Recruitment

Recruitment procedures for enforcement personnel need to be fair and transparent in order to ensure
professionalism and integrity, and to avoid nepotism and corruption. The selection of staff at all
levels must be based on merit, experience and education, and selection criteria need to be clearly
articulated.'® Especially in larger agencies, recruitment should occur at junior, mid-level and senior
levels. Internal policies can assist in balancing the need to maintain expertise and experience with
the desire to rotate staff and bring in new ideas, fresh perspectives and generational change.

¥ Cf. FAO and ITTO, Best Practices for Improving Law Compliance, p. 55.
1% UNODC, “Public safety and police service delivery”, “The integrity and accountability of police” and “Crime and investigation”, in
Criminal Justice Assessment Toolkit.
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P Tool 1110 Recruitment
@
« What are the selection processes and recruitment procedures for joining the units

and agencies tasked with enforcing wildlife and forest laws, rules and regulations?
How are staff selected?

« What levels of qualification, skills and professional experience are required to join
these units? What are the basic educational requirements for recruitment (such as the
level of literacy and numeracy)?

o Is there a vetting procedure for applicants? Is recruitment based on objective assess-
ment and interviews? Does the selection process appear fair and objective?

« Do staff complete a probationary period before being confirmed as officers?

2.3 Training

A recent report noted that, in some countries, “poachers, smugglers, and dealers are likely to be
better armed, better equipped, better educated, better paid, and better organized than many wildlife
enforcement officers.”’®" In short, it is crucial that staff at all levels be adequately trained and skilled
to meet the many challenges and hazards associated with combating wildlife and forest offences. If
the alleged wildlife or forest offence is investigated by officers not sufficiently familiar with the rel-
evant background, techniques, processes and legal requirements, it is possible that the integrity of
the investigations may be compromised, with potential implications for subsequent prosecutions
and trials.'®

An analysis of enforcement capacities should therefore involve a comprehensive review of training
programmes, their delivery and content, and the types and depth of training available to specialized
units, general law enforcement agencies, new recruits, senior investigators and so forth. To assist in
the training of enforcement officers working in wildlife, forestry and other sectors, the CITES
Secretariat, with the support of the European Commission, created in 2008 a computer-based course
for enforcement officers and an information module for prosecutors and the judiciary. This course,
which can be taken in multiple languages, is designed to build awareness about CITES, to outline
the resources available in the Convention and to provide law enforcement officers with practical
advice. A separate guide for enforcement officers entitled “Combating ivory smuggling” was also
produced as a DVD by the Environmental Investigation Agency in conjunction with the CITES
Secretariat. Since 2007, the World Customs Organization (WCO) has also been providing an
Internet-based interactive “Customs and fauna and flora” e-learning programme to enable the self-
directed learning of Customs officers.

Some agencies may also offer opportunities for secondments to other agencies, professional develop-
ment and higher education outside the agency, thus enhancing their knowledge base and skill set.'s*
Training programmes can also be designed to build new enforcement networks and partnerships if

161 John M. Sellar, “Illegal trade and the Convention on International Trade in Endangered Species of Wild Fauna and Flora (CITES)”,
in Forensic Science in Wildlife Investigations, Adrian Linacre, ed. (Boca Raton, Florida, CRC Press, 2009), pp. 11-16.

12 UNODOC, “The integrity and accountability of police”, in Criminal Justice Assessment Toolkit; Adrian Linacre, “Nature of wildlife crimes”,
pp- 1-2.

1% UNODC, “Public safety and police service delivery” in Criminal Justice Assessment Toolkit.
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they involve participants from a variety of backgrounds and agencies, both domestic and interna-
tional. This is particularly important when developing effective responses to wildlife and forest
offences, which involves multiple government departments and spans international borders.

Furthermore, even where comprehensive training programmes exist, it is important that syllabuses
and curricula be reviewed regularly to ensure they remain up to date and keep pace with the ever-
changing nature of wildlife and forest offences.'**

While those specifically tasked with responding to wildlife offences may very well require specialized
training, it is equally important that the primary law enforcement agencies in each country, such as
Customs and the police, have a basic awareness of applicable national legislation, of CITES, and of
the role they may be called upon to play in enforcement and implementation. Customs and police
academies and colleges are encouraged to include a module or modules on wildlife offences in the
curricula of basic training courses for new recruits. Seaport and airport security personnel would
also benefit from receiving such awareness-raising as they are ideally placed to discover the smug-
gling of wildlife during their work in screening passengers, baggage and cargo. This is particularly
important in countries where Customs officials are not routinely placed to control export flows.

Equally, the inclusion of basic money-laundering and financial crime modules in general training for
Customs, police and other enforcement institutions helps to enhance the awareness and understand-
ing of the different links in the wildlife and forest crime chain.

Tool 11.11 Training: delivery

N
@
v « What basic training is given to persons joining the relevant wildlife and forestry

enforcement units?
« What is the annual capacity for the training of recruits and for specialized training?

« How often do officers receive refresher training? What specialized training courses are
available? How are training needs assessed?

« How is the training delivered (for example, classroom, self-study or computer-based)?

« Who delivers the training? What measures are taken to assess the qualifications of
trainers?

« Who develops the syllabuses for the training? Do partner agencies contribute to syl-
labus development?

« When were training programmes last updated?

« Does the training involve participants from multiple agencies (domestic and foreign)?
How is new staff introduced to counterparts in partner agencies?

« Is there any assistance from international or regional organizations?

o Is there a measure of accreditation applied to ensure the quality and standardization
of training?

« What other training opportunities are available (such as further study, professional
development, secondments or attachments to central units or to other agencies)?

1% UNODC, “Crime investigation”, in Criminal Justice Assessment Toolkit.
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« What training on the relevant wildlife and forest crime issues is available for Customs
and police agencies? Is the subject of wildlife offences included in the basic training
of all Customs and police officers?

« Is the subject of wildlife smuggling included in seaport and airport security staff
training?

« Is there a cross-agency training programme?

Law enforcement in the wildlife and forestry sectors requires an understanding of the relevant inves-
tigative powers and procedures, as well as technical knowledge of the operation of these sectors,
environmental issues, land and property rights, and commercial and trade issues. Moreover, person-
nel at border control points have to be familiar with import, export and CITES requirements, species
identification, Customs and quarantine procedures, and the relevant international obligations.

The content of the available training programmes necessarily varies among jurisdictions and depends
on the level and type of staff trained, and their seniority and duties. Accordingly, there is no single
template for the training of wildlife and forest law enforcement officers. The following tool provides
some simple indicators of the variety and type of content that can be included in the relevant train-
ing programmes.

Tool 11112 Training: content

ndl @
v « Does the training of wildlife and forest law enforcement officers cover the following

issues?

Domestic wildlife and forest laws, including procedures and offences
Levels and characteristics of criminal activity in these sectors

Species protection and relevant environmental issues

Trade, correct documentation and Customs procedures

Information gathering and dissemination

Identification of commodities

Investigation techniques, procedures and the handling of seized wildlife
Availability and limitations of enforcement powers

Use of equipment, technology and forensic procedures

International cooperation

Partnership building and collaboration with domestic and international agencies
Prevention, education and awareness-raising.

« Does the training involve elements related to accountability, ethics, human rights,
integrity and corruption?

o Is the training supplemented by manuals summarizing these issues?
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3. Intelligence

Law enforcement is increasingly led by intelligence. This involves, inter alia, the collation, analysis
and dissemination of information, and provides a systematic approach to critical thinking, which,
in turn, can assist in the prevention and suppression of criminal activities. Well-managed,
intelligence-led investigations can often prove more resource- and cost-effective than speculative or
reactive methods.

In the field of wildlife and forest offences, intelligence relating to perpetrators, smuggling routes,
logging and poaching patterns, markets, consumers and so forth is often missing or non-existent. In
many countries, the subject of intelligence, including its gathering, collation, analysis and dissemina-
tion, is poorly understood and few countries dedicate staft to this subject. Where intelligence related
to wildlife crime is taken into account, it can be done in a stand-alone manner so that it is not
incorporated into intelligence regarding other types of offences. This restricts the ability to coordi-
nate responses to individual cases or to establish strategies, policies or general operational
guidance.

3.1 Intelligence gathering and exchange

Information gathering and the exchange of intelligence among the relevant authorities are crucial to
the success of measures aimed at curtailing wildlife and forest offences. To be of maximum value,
information gathering activities should focus simultaneously on the strategic, tactical and operational
levels.

«  Strategic intelligence enables an accurate analysis of the levels and patterns of wildlife and forest
offences at local, national and international levels. Strategic intelligence facilitates law reform,
international cooperation, and the development of prevention strategies, education and aware-
ness campaigns.

o Tactical intelligence supports national and local managers of front-line units in planning activities
and deploying resources to achieve operational objectives.

« Operational intelligence is intelligence on the activities of specific individuals or groups. It can
help to identify criminals, provide advance information about their activities, and help to plan
proactive, disruptive and further intelligence-led investigations. In the context of wildlife and
forest offences, operational intelligence can involve issues such as methods of sourcing wildlife
and plants, methods of transportation, methods of document fraud, means of communication,
financial transactions, motives, markets, prices and so forth.

While it is important to gather information from a wide range of sources, it is likely that the infor-
mation will vary in quality, and the sources will vary in reliability and motivation. It is essential that
information be subjected to some form of analysis and processing before it is disseminated or used.

The gathering of information is not in itself sufficient. It is essential that, once gathered and analysed,
intelligence be transmitted to the individuals and departments that are able to use it. A vital factor
in the expeditious and effective exchange of intelligence is the speed at which material can be trans-
mitted to the relevant agencies or investigators who may be in a position to respond to it. Even
excellent intelligence is of little consequence unless its consumers or users believe in its accuracy
and usability.
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Figure IV. Sources of information
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“ Tool 1.113 Intelligence gathering
@

« Is there legislation or other (written) frameworks on the gathering, storage, analysis
and dissemination of criminal information or intelligence for the purpose of enforcing
wildlife and forest laws?

« What do existing laws and frameworks allow? What are the constraints and
limitations?

« Who gathers information? How is it gathered?
« Who oversees how information and intelligence is gathered, managed and exchanged?

« Where and how is intelligence and information stored? Are specific national or
regional databases and analysis tools used? Is information recorded manually or
electronically?

« How is information recovered, analysed and disseminated?

« Are officers encouraged to collect information, write reports and file them in a central
location? If not, why not?

« Are agencies allowed or required to exchange information and intelligence with other
countries?

3.2 Covert techniques

In the investigation of wildlife and forest offences, which are often very sophisticated and frequently
involve a great number of criminal elements, covert investigation techniques may be extremely useful
and, in some cases, the only method of investigation. They may involve, for instance, the controlled
delivery of prohibited plant or animal material, the use of false company identities, or the use of
technical, photographic and video surveillance. The United Nations Convention against Transnational
Organized Crime and the United Nations Convention against Corruption also encourage, insofar
as possible and permissible under domestic law, the appropriate use of special investigative tech-
niques, such as electronic or other forms of surveillance, and undercover operations by competent
authorities for the purpose of effectively combating organized crime and corruption.'®® Furthermore,
in 2006, the International Cooperation Review Group, as a new surveillance process adopted by the
Financial Action Task Force, was set up to identify, examine and engage with vulnerable jurisdictions
that fail to implement effective anti-money-laundering and counter-terrorist financing systems.'*

Routine surveillance of the Internet is an additional and emerging method to uncover wildlife and
forest offences. This usually involves an examination of online advertisements for fauna and flora,
including animal and plant parts and material. Internet surveillance has shown that online websites
are frequently used to sell or seek contraband that is not otherwise available legally. It often involves
examining popular websites where private individuals offer new or used goods for sale, or post
advertisements for sought-after items.'*’

Covert surveillance is, however, a particularly intrusive method for collecting evidence. The use of
covert investigation techniques involves the careful balancing of a suspect’s right to privacy against

1% United Nations Convention against Corruption, art. 50; United Nations Convention against Transnational Organized Crime, art. 20.

See further David McClean, Transnational Organized Crime, pp. 241-247.
1% Financial Action Task Force, Financial Action Task Force Annual Report 2008-2009 (2009), p. 2S.
197 Erika Alacs and Arthur Georges, “Wildlife across our borders”, pp. 147-151.
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the need to investigate serious criminality. Consequently, most jurisdictions require a number of
strict safeguards against abuse, including the requirement that the offence be serious, that the use
of the technique be vital to the case, and that essential evidence cannot be secured by less intrusive
means. Judicial or independent oversight is common and is required under international human
rights law.

Tool 11.14 Covert investigation techniques
N
(J
v « Do investigators use covert investigation techniques? If so, which ones?

« Are investigators of wildlife and forest offences aware of the use of covert investiga-
tion techniques, including the following techniques?

Interception of telecommunications, e-mail traffic and post/mail

Listening devices, and tracking and positioning devices
Mobile surveillance teams, and photographic and video surveillance
False personal and company identities
Covert search of premises, letters, packages, containers and vehicles
Simulated or test-purchase of an item
Internet surveillance
Simulation of a corruption offence or “integrity test”
Covert real time monitoring of financial transactions
Undercover infiltration of networks through operatives posing as criminals or buyer

« Are investigators permitted to use such methods?

« What are the preconditions for the use of covert investigation techniques? Does their
use require authorization from a judicial or other independent source? What are the
limits and conditions on orders for covert surveillance?

« Do investigators run undercover “buying” operations in which they pose as criminals?
If so, how and how often is this done? In which cases is this permitted? Is there a
legal concept of entrapment?

o Is there training in the use of undercover techniques? Are there guidelines for the use
of undercover officers (for example, guidelines concerning the Federal Bureau of
Investigation undercover committee)? If so, are these guidelines public?

When law enforcement authorities physically detect or gather intelligence on wildlife or plants that
are being smuggled, it is not unreasonable for their first reaction to be to intercept and seize such
a shipment in order to ensure that the contraband cannot enter into trade. However, in the case of
cross-border trafficking, such action would often frustrate the identification of suspects and would
certainly make it significantly harder to gather sufficient evidence to prosecute such persons and
their associates.'®®

1 INTERPOL and CITES Secretariat, Controlled Deliveries: A Technique for Investigating Wildlife Crime (Lyon, France, and Geneva,
2007), p. 7.
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A controlled delivery is a covert investigation technique used by law enforcement to track the route
of a commodity to identify persons connected with criminal activities and to gather evidence against
them. This method has been employed extensively in relation to trafficking in narcotics, but it can
be used equally with regard to wildlife and forest offences.'®” In some countries, legislation covers
the use or prohibition of controlled deliveries, although it may not relate specifically to wildlife and
forest offences.'”’ It may also be possible to obtain the agreement of prosecution authorities to use
such a technique. The United Nations Convention against Transnational Organized Crime and the
United Nations Convention against Corruption also encourage, insofar as possible and permissible
under domestic law, the appropriate use of controlled delivery by competent authorities for the

purpose of effectively combating organized crime and corruption.'”!

As with other covert investigation techniques, particular responsibilities are required of agencies that
engage in controlled delivery operations. These responsibilities differ depending upon the stage at
which an agency is involved. For example, a controlled delivery operation may have to be sanctioned
or authorized by an officer of a certain rank, or approval may be first sought from a prosecutor or
172

a judge.

Controlled deliveries require careful coordination and cooperation particularly when sev-
eral agencies and countries are involved.

The International Consortium on Combating Wildlife Crime is implementing a project entitled
“Establishing national controlled delivery units” in over 20 countries with funding support from the
World Bank’s Program on Forests (PROFOR). Activities include a workshop, experimental con-
trolled delivery operations and the establishment of national controlled delivery units within par-
ticipating countries. The spin-oft and knock-on benefits for each country in terms of all other forms
of trafficking and organized crime could also be significant. Experiences gained through the project
will be replicated in a global network of controlled delivery in the future.

“ Tool I1.L15 Controlled delivery
J

« Is there a legal basis to conduct controlled delivery operations? If so, is this law spe-
cific to investigations of wildlife and forest offences?

« Are investigators of wildlife and forest offences permitted to conduct controlled deliv-
eries, based on national legislation?

« Have investigators undertaken controlled deliveries?

« In the absence of a legal basis, is it possible to conduct controlled delivery operations
with the agreement of prosecution authorities?

« Does the national legislation or regulations allow substituting the detected contra-
band before an actual controlled delivery is conducted? If so, can the records be
accepted for the purpose of evidence in court?

« Which agency should take the lead with regard to the controlled delivery?

« What are the preconditions for the use of controlled delivery? Is authorization from a
judicial or other independent source required? What are the limits and conditions for
orders for a controlled delivery?

« Have standard operation procedures been developed to support speedy and efficient
controlled deliveries?

199 Tbid,, p. 5.

170 Ibid., pp. 10-11.

7! United Nations Convention against Corruption, art. 50; United Nations Convention against Transnational Organized Crime, art. 20.
See further David McClean, Transnational Organized Crime, pp. 241-247.

72 INTERPOL and CITES Secretariat, Controlled Deliveries, p. 11.
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3.3 Informants

The information provided by informants can be vital—and sometimes the only way—to prevent or
solve a crime. The effective recruitment and handling of informants can prove significantly more
resource- and cost-effective compared with other covert methods of investigation. Indeed, the CITES
Secretariat encourages the development of a network of informants. This can be facilitated by means
of reward schemes and confidential information hotlines to allow the supply of information.'”

However, many informants are themselves criminals with a variety of motivations for providing
information and they therefore require careful management. It is thus important to examine the
systems employed for using, managing and supervising informants, and the payments made to them.

Tool 11.16 Informants

~ O
v « To what extent are informants used by authorities in the investigation of wildlife and

forest offences?

« How are informants managed? In particular, what procedures are in place for contact-
ing informants and recording information?

o Are investigators trained in the management of informants?

« Is the identity of informants protected throughout the criminal justice system? If so,
how?

« What systems exist to manage the payment of informants? Are such payments subject
to external auditing by another government agency?

«  What are the rules regarding payments to informants? For example: Who authorizes
the payment? How is the amount determined (fee or percentage)? How are funds
paid? Which audit procedures are used? Is there any relationship between informant
payments and rewards to informants?

« Do rules, procedures and supervisory guidelines establish a difference between the
handling of witnesses and informants, and how to cooperate with them?

« Are there standard operating procedures on the handling of informants?

3.4 Patrols and checkpoints

Forests and wildlife habitats are often remote, large and inaccessible areas that are difficult, if not
impossible, to patrol regularly and comprehensively. Forestry officials, game wardens, park rangers,
police and other law enforcement officials can usually patrol only small areas and, as a result, rarely
see wildlife and forest offences in progress or are rarely the first to observe evidence of criminal
activity in these areas.

Risk management and systematic patrols with routes set out to optimize the coverage of those areas
are basic methods to improve intelligence gathering and detection. In addition, checkpoints along

173 CITES Secretariat, “Notification to the Parties”, CITES Resolution Conf. 12.5 (Rev. CoP 15), annex 3..
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main roads, rivers, trade routes and interchanges, and at seaports, airports, and key entry points to
national parks and other protected areas can also assist in detecting and preventing wildlife and
forest offences.

\Y

O

3.5 Proactive investigations

Proactive investigations seek to target prominent and emerging crime threats to reduce the harm
they cause, rather than respond to crimes after they have been committed. It is also a method
used in response to intelligence regarding ongoing or planned criminal activity. In such cases, the
methodologies for investigators remain similar to those for other forms of investigation, but the
offences are identified through research and intelligence gathering. Proactive investigations are
particularly useful against organized crime and may be of great assistance in curtailing wildlife
and forest offences.

\Y

o,




PART TWO. ENFORCEMENT 87

4. Enforcement powers

For law enforcement to be meaningful, investigators of wildlife and forest offences, and the police,
Customs, and other agencies need to be equipped with the powers that enable them to conduct
searches, interview witnesses and suspects, enter premises, seize assets and make arrests.'”* In some
countries, wildlife and forestry departments do not have the power to engage in coercive methods
of environmental law enforcement and rely upon the police for coercive interventions as required.
Elsewhere, wildlife and forestry enforcement officers are sworn officers with statutory authority to
conduct investigations, carry firearms, make arrests, and execute and serve warrants.'”> As these
powers are intrusive and may violate another person’s rights, they need to be limited and monitored
in order to prevent abuse of power and unnecessary infringements of human rights and civil
liberties.

Investigation tools relating to wildlife and forest offences are set out in the following sections. Data
and other performance management information pertaining to the number of investigations, arrests,
seizures and so forth are further explored in part five of the Toolkit.

4.1 Sources of enforcement powers

Law enforcement functions, powers and procedures are usually set out in—and limited by—statute.
Usually, police authorities under statutes have broader powers that at times overlap or support the
enforcement legislation applicable to other agencies. Relevant legislation may include a police powers
and responsibilities act, a code of criminal procedure or a criminal code. Specific police powers acts
usually encompass organizational elements as well as the relevant powers of a police force, particu-
larly in the public order realm. Police powers relating to criminal investigation are likely to be found

in the domestic criminal procedure code.'”

Even in jurisdictions where general or codified police legislation has been enacted, these statutes are
usually not the sole source of enforcement powers. New statutes are continuously enacted in response
to emerging issues (such as offences related to the environment or organized crime); they often give
additional or expanded powers to law enforcement in order to assist them in dealing with these
issues or to clarify their roles.'””

If other agencies and specialized units are involved in the investigation of wildlife and forest offences,
such as wildlife enforcement units, forestry departments, Customs, serious crime agencies and so
forth, their investigative powers are equally set out in the relevant statutes, such as a wildlife, forestry
or Customs statute.

The control over and management of the movement of all goods, means of transport, and persons
and their luggage across international borders are generally vested in Customs. As a government
agency, Customs is usually empowered by legislation to enforce the regulations of other agencies
when the clearance for export or import of goods is required. With the power to investigate and
recover goods illegally exported and imported, Customs agencies can be of significant value to wild-
life and forest offence investigations.

7 Cf. CITES Secretariat, Model Law on International Trade, p. 4.

7> Kevin Tomkins, “Police law enforcement and the environment”, pp. 294-299.

UNODC, “Crime investigation”, in Criminal Justice Assessment Toolkit.

Nigel Stobbs, “Police power and duties”, in Policing in Context, Roderic Broadhurst and Sara E. Davies, eds. (Melbourne, Oxford
University Press, 2009), pp. 69-76.

176
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4.2 Types of investigative powers

In some cases, enforcement agencies rely on coercive powers to demand compliance with the rel-
evant wildlife and forest laws. Accordingly, the enforcement powers of officers should be clearly
specified. The main powers traditionally exercised by law enforcement agencies in relation to the
investigation of offences include the search and seizure of property, arrest and questioning, and
covert operations (such as surveillance, controlled delivery and undercover activities). In some
instances, special investigative powers have been created for the investigation of wildlife and forest
offences.'”®

Y

o,

178 Cf. Cyrille de Klemm, “Guidelines for legislation to implement CITES’, p. 102.
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« Are these powers sufficient to prevent or disrupt wildlife and forest offences?
« Is it an offence to obstruct wildlife and forest crime officers?

« What is admissible as evidence, and what is the procedure for having evidence admit-
ted (for example, photographs, summary documents, computer evidence, DNA evi-
dence and charts)?

4.3 Exercise of power, and checks and balances

Virtually all enforcement powers are matters for discretion. While most valid police powers are cre-
ated by law, it is rare for a law to prescribe that a certain power must be exercised. The decision
about whether or not to exercise a certain power, as well as the factors that influence discretion, are
important issues in understanding how law enforcement affects people and communities.'” It has
been noted that:

An appreciation of the nature and limits of particular [enforcement] powers is obviously neces-
sary if police are to act fairly, effectively, and according to law. An inappropriate or unlawful
exercise of power can result in the conviction of innocent people, the acquittal of people who
have in fact committed offences, and erosion of public confidence in the administration of
justice. The effectiveness of law enforcement agencies in societies that are governed by the rule
of law depends to a large degree on the extent to which that society trusts those who are tasked
with enforcing and applying the law. The intersection of public confidence and trust and the

lawful exercise of power are thus particularly important for a stable society.'*

Relevant laws usually include a range of procedural checks and balances that are implicit in the
granting of a particular power. In fact, it is rare that law enforcement agencies are granted a power
that does not have some express limitations and delineations.''

| Tool 1.21 Exercise of enforcement powers
@

o Does the law define the grounds and threshold for the application of coercive powers
(for example, the concept of “reasonable grounds’, “reasonable belief” or “probable
cause”)?

o Is the application of enforcement powers limited to the use of minimum or reasona-
ble force (or similar) such that officers should apply only the level of force necessary
to achieve their lawful purpose?

« What enforcement actions require the issue of a warrant? Who issues these?
o What other express and implied limitations for the use of enforcement powers exist?

« What records are required to be made regarding the use of enforcement powers?

17 UNODC, “Public safety and police service delivery” and “The integrity and accountability of police”, in Criminal Justice Assessment
Toolkit; Mark Findlay, Introducing Policing: Challenges for Police and Australian Communities (Melbourne, Oxford University Press, 2004),
pp. 70-85; Nigel Stobbs, “Police power and duties”, pp. 69-76.

'8 Nigel Stobbs, “Police power and duties”, pp. 69-70.

'8 Ibid., pp. 69-80.
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4.4 Facilities and equipment

Powers and responsibilities assigned to government agencies in the wildlife and forestry sectors often
bear little relationship to their ability to fulfil their responsibilities. Investigators of wildlife and forest
offences require certain basic facilities and may also need special equipment to carry out their tasks.
Their requirements may include the very basics (such as offices, stationery, transportation, access to
motor vehicles and handcuffs) or more sophisticated equipment (such as computers, radios for
communication, equipment for forensic procedures, laboratories and firearms). Investigators also
require sufficient funding to carry out day-to-day functions as well as specialized operations.'**

The facilities and equipment that are available or needed vary greatly among jurisdictions and agen-
cies. A needs assessment would have to take into account the role, training, responsibility and sen-
iority of investigating officers and their units. The availability of the facilities and equipment also
depends on the local socio-economic conditions, available resources, and access to financial aid and
technical assistance.

Tool 11.22 Facilities and equipment

~
v « What are the physical facilities of the relevant units? Where are they accommodated?
Are the buildings structurally sound?

o Is there a steady and reliable source of electricity? Is there a working backup
generator?

+ Is the office equipment (furniture, stationery, photocopiers and so forth) adequate?
« Does the public have access to these offices?

« Is the supervisor or manager of the unit located in the facility or nearby? If prosecu-
tors lead the investigation, where are they located? Do they have easy access to the
investigators?

« What communication and word-processing technology is available (such as comput-
ers, the Internet, telephones, mobile telephones, walkie-talkies and fax machines)?

« Can seized property and other assets be stored securely?

« Other than Customs, the police or other enforcement agencies, who assists in han-
dling and storing seized fauna and flora (alive or dead)?

o Are front-line officers adequately funded, sufficiently equipped and trained in equip-
ment use?

« Do officers have access to personal protective equipment such as batons, handcuffs,
Tasers, firearms or other weapons? Are they issued and stored in a secure manner?

« Do investigators have access to vehicles, vessels and other means of transport? How
many vehicles or vessels are available? Are they marked or unmarked? Are they
armoured? Is there sufficient fuel available?

« Are there other non-operational demands placed upon these resources (such as
shared vehicles)?

« What maintenance and replacement provisions are in place for the equipment?

' UNODC, “Crime investigation”, in Criminal Justice Assessment Toolkit.
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5. Investigation procedures and techniques

Investigating wildlife and forest offences and the management of investigations may be complex and
require a variety of methods and approaches. The following sections set out some core elements of
investigation procedures and techniques; the list is, however, by no means exhaustive.

5.1 Reporting offences

The initial reporting of an offence and the action taken immediately thereafter are considered
extremely important. The commission of a wildlife and forest offence can come to the attention of
the police or other enforcement unit in a number of ways. For example, they may be reported by
victims or witnesses, they may be referred by another agency, or they may be detected during routine
patrols or inquiries. Complicating the process is the fact that various agencies have some responsibil-
ity in relation to the wildlife and forestry sectors, and that it may take time for reports to go to the
relevant investigation unit.

To increase the number of reports, some countries have instituted reward schemes, sometimes
referred to as “whistle blower schemes”, as an incentive for individuals to furnish information about
wildlife and forest offences. Such systems have thus far received only mixed support, with many
critics arguing that rewards increase only the quantity and not the quality of crime reporting, as well

as create the danger of false allegations.'®?

Some countries and some local communities have established “watch groups” as an alternative ave-
nue to improve and increase the reporting of wildlife and forest offences. These systems, which are
modelled after the Neighbourhood Watch schemes operating in many countries, are tools for a
community to work together in order to reduce crime and enhance community safety. They encour-
age residents and businesses to join together in small informal groups for the purpose of improving
the safety of their local area and creating a shared sense of responsibility among individuals, neigh-
bours and communities for preventing, reporting and reducing wildlife and forest offences.

As with other criminal offences, it is essential that any reports about wildlife and forest offences be
accurately and comprehensively recorded. To that end, the CITES Secretariat has developed a pre-
liminary report form to be used for reporting incidents of wildlife crime, illegal trade, the poaching
of endangered species or significant intelligence.'**

As soon as a wildlife or forest offence is reported, a supervisor should review the allegation together
with any supporting facts and then allocate sufficient and appropriate resources to deal with it. This
decision can be made more difficult when there are competing priorities and only limited resources
to deal with them.'®

' Arnoldo Contreras-Hermosilla, “Law compliance in the forest sector”, p. 22; Jonathan P. Kazmar, “The international illegal plant and
wildlife trade”, pp. 105-127.

184 CITES Resolution Conf. 12.5 (Rev. CoP15), annex 1.

'8 UNODC, “Crime investigation”, in Criminal Justice Assessment Toolkit.
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“ Tool 1.23 Reporting offences
(J

o How do wildlife and forest offences come to the attention of authorities?

« Is contact information (such as telephone numbers, fax numbers and e-mail address-
es) available to the public to enable them to report crime?

« Which steps are taken when a wildlife or forest offence is reported? Who records it?
Are procedures in place for processing such reports?

« How and where are reports recorded? Are they recorded on paper or electronically?
How are reports stored and filed?

« Is there a set format for recording initial crime reports? If so, does the format include
information about the date, species involved, type of event or offence, and suspect?

« How is immediate action identified and managed? Who has to be notified about the
offence?

« Is the person who reported the offence kept up to date regarding the progress of the
investigation?

o Is there a reward scheme for persons who report wildlife and forest offences?

o Are there local “watch groups” comprised of individuals and businesses who collabo-
rate to prevent, report and reduce wildlife and forest offences?

5.2 Information and evidence gathering

The outcome of a criminal case depends on the quality and the weight of the evidence. The decision
regarding what information or material should be collected or recorded needs to be made by some-
one competent in evidence gathering. This will ensure that no evidence is compromised or lost at
the scene, thus jeopardizing further investigations and prosecution. Accordingly, it is important that
evidence be collected and recorded thoroughly and systematically.

The rules of evidence adopted by a justice system may preclude some types of information from
being considered by the trier of fact if the evidence’s prejudice to the defendant (and its tendency
to bias the trier of fact assessing the evidence) may outweigh its usefulness (probative value). Other
types of evidence, such as hearsay, may be precluded because they are considered by some systems

to be inherently unreliable.'®

@+« Tool I1.24 Information and evidence gathering
@
v « Are all the relevant wildlife and forest crime enforcement officers (not only police

and investigators) trained in the rules of evidence? Are they trained in what to look
for and how to protect evidence?

« For major cases, is an officer designated to ensure continuity and preserve the integri-

ty of evidence and exhibits?

« Is progress in an investigation recorded electronically or on paper? Who maintains
these records? Are they updated regularly?

1% Tbid.
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5.3 Wildlife and forest crime scene work

In wildlife and forest crime scene work, as in other forms of forensic endeavours, it is vital that the
investigations be meticulous, that detailed records be kept and that a proper chain of custody (the
continuity of evidence) be maintained for each item of evidence. Such a chain minimizes the chance
of loss, contamination or substitution of material, and helps to prove the origin and veracity of
specimen or exhibits.

Wildlife and forest crime scene work involves proper preparation for and rapid preservation of the
wildlife and forest crime scene. It requires special equipment, ranging from protective clothing to
specimen containers, as well as personnel familiar with crime scene management and record keeping.
Complicating the work further is that fact that many wildlife and forest offences take place away
from urban centres, where enforcement agencies are usually based and where laboratory and scien-
tific expertise are most likely be found.'®’

w Tool 11.25 Wildlife and forest crime scene work
@

« Are there special laws or operating procedures for wildlife and forest crime scene
work?

« Are there specialist personnel for wildlife and forest crime scene management?

« Are all staff aware of the importance of securing and preserving a crime scene in
order to facilitate a thorough examination of it?

« Are the relevant staff properly trained in establishing a crime scene, forensic evidence
gathering, record keeping, electronic data collection, the use of equipment,

photography and so forth?

« Are the relevant staff aware of potential cross-contamination issues? Do they know
how to bag, label and record evidence and exhibits?

5.4 Identification of suspects

The investigation process is aimed at identifying the perpetrator of a crime, and a case will be greatly
strengthened by strong identification evidence. However, the procedures by which a suspect can be
identified have to be strictly controlled to prevent a miscarriage of justice. Poor identification pro-

cedures can lead to unacceptable bias and to all resulting evidence being ruled inadmissible.'*®

87 See further John E. Cooper, Margaret E. Cooper and Paul Budgen, “Wildlife crime scene investigation”, pp. 1-6.
% UNODC, “Crime investigation”, in Criminal Justice Assessment Toolkit.
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Tool 11.26 Identification of suspects

YO
v « Which laws and procedures are in place to enable and facilitate the identification of

suspects? Are there special procedures for perpetrators of wildlife and forest crime?

« Do investigators have the means to take fingerprints and DNA from suspects of crime
for the purposes of identification?

« Do investigators have ledgers, files or databases containing photographs, fingerprints
or other biometrical information of known criminals? How is this information stored
and organized? Is it updated regularly?

« Do investigators have access to identification facilities and equipment, such as “identi-
fication suites” and cameras?

5.5 Interviewing

Interviewing is a cornerstone of any investigation—and this skill is lacking in wildlife and forest
investigations. For that reason, the CITES Secretariat, the International Criminal Police Organization
(INTERPOL) and WCO have published an interview guide for wildlife and forest crime investiga-
tors, intended to assist them when questioning smugglers.

There are two basic types of interviews conducted by investigators: interviews with victims and
witnesses, and interviews with suspects. Investigators often record the recollections of a witness or
victim (assuming they are cooperative). Suspects, on the other hand, usually try to avoid giving
truthful answers to investigators’ questions and such interviews are therefore more adversarial and
may require skilful techniques.'®’

International law and standards, along with many domestic laws, limit the use of coercive interview-
ing techniques and strictly prohibit the use of torture. It is therefore important that investigators
have a clear understanding about the boundaries of permissible interviewing techniques.

@ Tool .27 Interviewing
@
« Do investigators of wildlife and forest crime receive training in interviewing tech-

niques? If so, what does the training consist of?

« Are interviews of the persons affected, witnesses and suspects recorded? If so, where
and how?

« What are the rules for the interviewing of witnesses? Does the interviewer inform the
witnesses of their right to freedom from self-incrimination during the interview?
Does a witness have the right to have a lawyer present during the interview?

« Who takes a witness’s statement? Do witnesses have the opportunity to read their
statements and certify that each page is accurate?

18 See further UNODC, “Crime investigation”, in Criminal Justice Assessment Toolkit.
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o Are there guidelines or codes of practice for interviewing suspects? Do these guide-
lines reflect international standards?

o Are suspects entitled to refuse to answer questions? Is there protection from self-
incrimination? Do suspects have the right to have a lawyer present during the inter-
view? Are suspects informed of that right?

« Are investigators aware of the risk of interviewing vulnerable persons? Are special
provisions made for such persons?

« Do investigators adhere to international (and national) standards, or is there evidence
that inappropriate interviewing techniques or torture is used?

5.6 Witness and victim protection

Many witnesses and victims of wildlife and forest offences fear intimidation and retaliation if they
cooperate with law enforcement agencies or testify in court. These fears are particularly acute when
there is a close relationship between the witness and the offender (for example, the witness is an
employee of the offender), or when the offender is part of an organized criminal group. In the case
of victims of corruption or abuse of power, the fear of intimidation or retaliation is often linked to
a distrust of government officials, law enforcement and the judiciary.

Hence, it is important that effective measures be taken to protect the safety of victims, witnesses
and their families. Ensuring the protection of the privacy of victims and witnesses is another
concern.'”

The United Nations Convention against Transnational Organized Crime includes a number of provi-
sions requiring States Parties to take measures to protect witnesses, to assist and protect victims,
and to cooperate with other enforcement authorities to offer protection to victims and witnesses.""
These provisions, however, extend only to those offences involving organized criminal groups and
do not extend to general wildlife and forest offences. The United Nations Convention against
Corruption contains similar provisions concerning the protection of victims and witnesses of

corruption.'*?

7 Tool 11.28 Witness and victim protection
J

o Is the intimidation of witnesses and victims criminalized? Do these offences extend
to the intimidation of witnesses and victims of wildlife and forest offences?

- What measures are available to protect witnesses and victims of wildlife and forest
offences (such as protective orders, no-contact orders, conditions of bail, escorts for
victims and witnesses, and testimonial aid)?

« What capacity is there to offer effective physical protection to victims and witnesses?

1% UNODC, “Victims and witnesses” and “International cooperation’, in Criminal Justice Assessment Toolkit.

1 United Nations Convention against Transnational Organized Crime, arts. 24-26. See further David McClean, Transnational Organized
Crime, pp. 259-274.

12 United Nations Convention against Corruption, art. 32.
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« What kind of physical protection is available for a witness? For example, do witnesses
stay at police stations, or are they offered protection or safe accommodation else-
where? Is protection available for police officers, prosecutors and judges?

« Does national law allow the use of alternative methods of providing evidence?

« Does national law establish limitations on the disclosure of information concerning
the identity or whereabouts of victims and witnesses, and in exceptional circumstanc-
es, protecting the anonymity of the person giving evidence?

5.7 Forensics and crime scene investigation

The use of science and technology is a vital part of investigating wildlife and forest offences. These
offences are “essentially no different from any other form of criminality, and the full range of forensic
science, expertise, and support can potentially be brought to bear from one end of the illicit trade
chain to the other”'”® Knowledge of the use of forensic techniques in wildlife and forest offence
investigations can also have relevance to crime prevention as it may deter some would-be offenders.'**
Unfortunately, few officials charged with enforcing wildlife and forest laws in developing countries
have access to forensic support or are even aware of it.

The provision of forensic services is affected by the legal framework in place and includes issues
related to the entering of the crime scene, the conducting of the investigation, the handling, analysis
and disposal of evidence and others.'*®

Broadly speaking, for wildlife and forest offences, the use of forensics can be divided into two areas:
forensic techniques to assist in the identification or origin of species; and forensic techniques to link
suspects or physical items to a crime.

The type of forensic examination employed in an investigation varies depending on the nature of
the alleged offence. Wildlife poaching and illegal logging, for instance, can be tracked through the
use of DNA testing at points of origin, transit and final sale. Identification and morphological studies
can be used to determine the species of a particular animal by using bones, hair, feathers, scales, and
other organs and tissues. This can help to establish whether a protected species has been taken
illegally. Microscopy or elemental analysis can be used, for example, to identify ivory. Pathological
studies involving the examination of carcasses, organs, tissues and other samples from dead animals
assist in establishing the cause of an animal’s death.'®

Illegal logging and other forms of illegal land clearance, including felling protected trees, can be
monitored through satellite technology. Land clearance and compliance with—or transgression of—
logging restrictions, for example, can be subjected to aerial surveillance and satellite remote
sensing.'”’

1% John M. Sellar, “Illegal trade”, pp. 11-14.

1% Rob White and Santina Perrone, Crime, Criminality and Criminal Justice (Melbourne, Oxford University Press, 2010), pp. 341-342.
1% UNODC, “Policing, forensic services and infrastructure’, in Criminal Justice Assessment Toolkit.

1% Adrian Linacre, “Nature of wildlife cr